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Under the background of data as means of production, it is the goal of the world powers to protect personal
information comprehensively and effectively. Although the appellation of “personal information” is not exactly the
same due to different legal traditions and customs, its substantive content is similar or even the same. In both civil
law countries and common law countries, the definition of personal information tends to converge, with
“identifiability” as its core component. Unlike the United States and European Union countries, China’s Civil Code
does not adopt a “right-based mode” to protect personal information, but chooses a unique “legal interest protection
mode”, demonstrating that natural persons enjoy their personal information as personality interests rather than
property interests. They are civil interests independent of the right to privacy, and are civil interests protected by
law rather than a separate right. In the future, China should set up special supervision and management institutions,
and the criterion for judging the facts of damage should be appropriately relaxed to strengthen the private law

protection of personal information.
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Introduction

“SALE end tomorrow! Buy two get one free!”, “30% OFF on all coats, only this weekend”, are you familiar
with these? We receive this kind of spam and email almost every day. With the rapid development of information
technology and internet big data, all kinds of information are collected, used and transferred infinitely. Although
it indeed can bring great convenience to our lives, it will inevitably lead to the leakage of personal information.
For example, we often find that after Google searches for a pair of shoes, when opens Amazon app, the homepage
will push us some information about shoes. That is to say, our consumption habits and other information are
collected and analyzed by the website in real time (Ness, 2013). Although this may help us choose a pair of shoes
faster, it also means that our personal information has been leaked. Another example is the “health code mode™
adopted by China in the prevention and control measures of COVID-19 that broke out globally in 2020. Once a
case is diagnosed as a COVID-19 patient, big data will immediately summarize which places the case has been to

within 14 days, and will publish it in the mainstream media, so that other citizens can check their itinerary to
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! The health code is based on real data, which can be generated by the citizens or the staff returning to work through their own
online declaration and background audit. When entering or leaving supermarkets and other public places, citizens need to show
their health code and scan registration, leaving their records of visiting the area, see Baidu Baike, https://baike.baidu.com/item/{
HEN/243659752fr=aladdin.



228 PERSONAL INFORMATION PROTECTION: CHINA’S PATH CHOICE

determine whether they have been to the same place at a similar time and are likely to be infected with COVID-19.
The epidemic prevention department will also inform close contacts® in time according to the registered health
code data to do nucleic acid detection, in order to maximize the fastest control of virus transmission. It is
precisely because of this that China can control the spread of the COVID-19 epidemic so quickly and ensure the
safety of the Chinese people to the utmost extent. In essence, scanning “health code” to record and track the
movements of natural persons harm personal information interests, especially in the case of excessive disclosure.
But in order to safeguard the public interests, personal information should be appropriately disclosed in
accordance with the association principle. For example, the European Data Protection Board adopted the
Statement on the Processing of Personal Data in the Context of the COVID-19 Outbreak, making it clear that
“[d]ata protection rules (such as the General Data Protection Regulation) do not hinder measures taken in the
fight against the coronavirus pandemic” (European Data Protection Board, 2020).

Various signs indicate that “[hJumanity has entered a new stage of data-driven development, personal data is
the basic resource of data resources, and the use of personal data has become one of the core data-driven” (Gao,
2021, p. 107). In other words, promoting the social use of big data resources is an important measure to promote
social and economic development and transformation (Wang, 2018). Therefore, how to balance the amplitude
relationship between the flow and utilization of personal information and the protection of personal information
is the focus of the legislation in the field of personal information protection all over the world. With the
continuous development of information society, how to protect personal information in the most systematic,
comprehensive and perfect way becomes more and more important.

With the widespread use of computers and information systems, the United States and European countries
paid attention to the use and abuse of personal information in 1960s and 1970s.® In 1970, the German state of
Hesse formulated and promulgated the world’s first Data Protection Act.* In 1974, the United States also
formulated and promulgated the Privacy Act applicable to federal government agencies.’ The EU General Data
Protection Regulation (hereinafter: GDPR), which came into effect on May 25, 2018, coordinated and integrated
the data protection laws of EU member States (EDRM GDPR Drafting Team, 2018), and strengthened the data
protection rights of all individuals in the EU. However, China, as the country who has the largest population in
the world, the protection of personal information did not start at the same time with European countries and
America. It was not until the internet began to rise in China in 1990s that the first regulation mentions personal
information protection appeared (Yang, 2018), namely the Decision of the Standing Committee of the National
People’s Congress on Maintaining Internet Security (Quanguo renda changweihui guanyu weihu hulianwang
anquan de jueding, 4 N K Zoe o0 T 4E9P TLERP 22 4 [ HE).

In this article, the author will introduce and analyze the overall framework of China’s personal information
protection combined with the relevant provisions of China’s Civil Code, by horizontally comparing the
normative systems of personal information (data) protection in European Union, the United States and other

2 Close contacts refers to members who live directly with confirmed or highly suspected cases of virus, including office
colleagues, a class in the school students and teachers, the same plane passengers, see Baidu Baike,
https://baike.baidu.com/item/close contacts.

% For the U.S., see Miller (1971); for Germany, Palmer (2017).

* Datenschutzgesetz (Data Protection Act), Hessisches Gesetz-Und Verordnungsblatt 1.

® Privacy Act of 1974, 5 U.S.C §552a.


https://baike.baidu.com/item/close%20contacts

PERSONAL INFORMATION PROTECTION: CHINA’S PATH CHOICE 229

countries, and put forward reasonable suggestions. The full article will be divided into three parts. To start with,
in the first part, the author will introduce the connotation and extension of personal information of the Civil Code,
and distinguish it from the concept of data in Chinese law. In the second part, the overall framework and civil law
position of China’s personal information protection will be interpreted from three aspects: the attribute of the
interests of personal information, its relationship with the right of privacy, and the interests level of personal
information. It communicates the special of the “legal interest protection mode” by comparing the differences of
“right-based mode”. Finally, the third part will summarize China’s current personal information supervision
mechanism, and public law and private law relief modes. And try to put forward some suggestions for
improvement.

What Is “Personal Information”?

The premise of exploring and comparing personal information protection norms is to define “what is
personal information”, that is, the connotation and extension of personal information. The word “information”
(xinxi, {5 2) in China has a very long history. It appeared and was used in Han Dynasty more than 2,000 years
ago (Xie, 2016). However, how to define personal information in law has been controversial in theoretical and
practical circles.

As mentioned above, China was relatively late in paying attention to the issue of personal information
protection, and only began to formally introduce the personal information protection system in 2012. The
Decision of the Standing Committee of the National People’s Congress on Strengthening the Protection of
Internet Information (Quanguo renda changweihui guanyu jiagiang wangluo xinxi baohu de jueding, 4= Ak
R T INTR M RS B itk ) declared that “[t]he state protects the electronic information that can
identify the personal identity of citizens and involves the personal privacy of citizens”,® which is the first time
that China announced the protection of personal information from the legal level, and has a milestone
significance. Subsequently, personal information protection was mentioned in the Law of Protection of
Consumer Rights and Interests, Cybersecurity Law, E-Commerce Law and other laws. The China’s General
Provisions of Civil Law also clearly indicate that personal information of natural persons is protected by law (The
National People’s Congress of the People’s Republic of China, 2017).

Therefore, as a whole, before the promulgation of the Civil Code, there were more than 100 laws,
regulations and rules mention “personal information” in China (Qi & Zhang, 2018), and the scope also covers
many industries, such as internet, telecommunications, credit, banking, and so on, and the definition of the
concept of “personal information” has undergone a process of constant change and development (Zhang, 2019).
It was not until the Civil Code of the People’s Republic of China passed on May 28, 2020 that the concept of
personal information, its handling and use specifications were regulated in a more systematic and detailed way.

Personal information is mentioned in Book One General Provisions and Book Four Personality Rights of
the Civil Code. Chapter V “Civil Rights” of the General Provisions has made general provisions on the
protection of personal information (Civil Code of the People’s Republic of China, 2020). In the Chapter VI
“Right of Privacy and Protection of Personal Information” of Personality Rights, six provisions are used to

® The Decision of the Standing Committee of the National People’s Congress on Strengthening the Protection of Internet
Information.
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stipulate the meaning of personal information and its handling, and the exemption reasons for handling personal
information (Civil Code of the People’s Republic of China, 2020). And the Article 1034 of the China’s Civil
Code has made the latest and most complete regulation on the concept of personal information:
Personal information is the information recorded electronically or in other ways that can be used, by itself or in
combination with other information, to identify a natural person, including the name, date of birth, identification number,

biometric information, residential address, telephone number, email address, health information, whereabouts, and the
like, of the person. (Civil Code of the People’s Republic of China, 2020, Art. 1034)

In 2019, China included the Personal Information Protection Law in its legislative plan, and issued the
Personal Information Protection Law of People’s Republic of China in August 2021. Article 4 also defines the
concept of personal information: “[p]ersonal information is recorded electronically or by other means, and all
kinds of information related to identified or identifiable natural persons, excluding information after anonymous
processing” (Standing Committee of the National People’s Congress, 2021, Art. 4).

It can be seen that China has clearly chosen “identifiability” as the core element of personal information, that
is, the information is associated with a specific individual or can point to a specific person. In other words, the
parties can be directly or indirectly “identified” through information. As for the definition mode of personal
information, the Civil Code adopts the method of “general definition + enumeration”, which not only gives a
general description of personal information, but also enumerates several typical types of it. Compared with the
concept of personal information in the Civil Code, the concept in the Personal Information Protection Law is
relatively general. There is no general enumeration of the types of personal information, but only a separate
emphasis that derived data does not belong to the scope of personal information protection (Yang, 2021). The
author believes that as a special legislation in the field of personal information, the Personal Information Law in
the future should be consistent with the definition of personal information in the Civil Code. And this issue
should be revised when the Personal Information Law is officially promulgated.

In terms of comparative law, most countries in the world have chosen to enact personal information (data)
protection laws. Up to now, more than 120 countries have already enacted relevant law (Gao, 2021). But, as
countries and regions have their own legal traditions and habits, from the perspective of their legislation, the
appellation of “personal information” is not consistent, and different countries adopt different appellation. For
instance, Japan adopt “personal information”, Germany and the European Union adopt “personal data”.
According to the Article 4 of General Data Protection Regulation (GDPR),

“[P]ersonal data” means any information relating to an identified or identifiable natural person (“data subject”); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier

such as a name, an identification number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;’

The United States, as the representative country of the common law system, adopts the appellation of
“personally identifiable information” (Hutchinson, 2015, p. 1151). And because there is no uniform personal
information protection law in the United States, there is no universal definition of personally identifiable

" Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (GDPR),
0J 2016 L 119/1, Art. 4(1).
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information in American legislation at present (EDRM GDPR Drafting Team, 2018), the relevant provisions are
scattered in laws and regulations of different departments and industries (EDRM GDPR Drafting Team, 2018),
for example, the Video Privacy Protection Act, the Children’s Online Privacy Protection Act, and so on. By
comparing the definitions of personal information between China and other countries and regions, it can be found
that, although the appellation of “personal information” is not exactly the same due to different legal traditions
and customs, its substantive content is similar or even the same, “it is to protect the specific information of natural
persons from illegal collection, dissemination and processing, so as to protect personal rights and interests from
infringement” (Zhou, 2005).

One thing needs to be notices. Chinese laws also have the concept of data. Article 3 of the Data Security Law
of People’s Republic of China newly published in 2021, “data means any record of information in electronic or
non-electronic form”.2 This means that in Chinese context, personal data is different from personal information.
“[d]ata” is a symbol sequence (not limited to words) used to express people, events, time and place; and
“information” is more inclined to refer to the content that can be provided for people to use and utilize after the
data are processed (Zhang & Wang, 2000, p. 13). “[i]nformation is the content of data, and data is the
manifestation of information. However, the expression and existence of information are various and do not
necessarily appear as data” (Jiang, 2008, p. 1). Moreover, data have strong objectivity, because it is essentially a
kind of mark invented by human beings, and the results will not be different due to different cognitive abilities of
different people (Li, 2013). On the contrary, information has a certain degree of subjectivity, because information
is the content carried by data symbols, and different people may have different understanding of data (Li, 2013).
Therefore, in Chinese legal system, the concept corresponding to personal data in EU and information privacy in
USA is personal information rather than personal data. And the content discussed in this paper will focus on

China’s personal information protection system.

Civil Law Position of Personal Information

Since China began to attach importance to the protection of personal information and formulated relevant
system norms, the legal circles have been arguing endlessly about whether personal information is a legal interest
or a civil right, a personality interest or a property interest, and whether it belongs to privacy right or a general
personality right (Ding, 2020). The author believes that the promulgation of the China’s Civil Code in 2020 has
answered the above questions.

Personal Information Interests Is a Personality Interests

In China’s civil law system, civil interests can be divided into personal interests and property interests, and
personal interests can be subdivided into personality interests and identity interests. Since China began to
formulate relevant norms to protect citizens’ personal information, there has been controversy over the attribution
of personal information interests. In China, most civil law scholars believe that the civil interests enjoyed by
natural persons to personal information belong to personality interests, because personal information will
extensively involve the personal dignity and freedom of natural persons (Cheng, 2020a). And according to the
concept of personal information, personal information is information that can identify specific natural persons,

8 Data Security Law of the People’s Republic of China, Art. 3.
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and this identifiability reflects the characteristics of personality (L. M. Wang, 2012). There are also a few
intellectual property law scholars who believe that natural persons enjoy property interests in personal
information (Liu, 2012), because personal information has property factors (Qi, 2009). Once the data in the
personal information database is leaked and used by others, the users will get rich profits.

The author thinks that the personal information interests of natural persons is a personality interests rather
than property interests, which can be illustrated by two points in China’s Civil Code. Firstly, according to the
structural arrangement of the Civil Code, the Book of General Provisions are common rules abstracted from two
aspects of human law and property law by adopting the method of “extracting common factors”. The Chapter V
“Civil Rights” of the Book of General Provisions enumerates all civil rights and interests in the order from
personal interests to property interests. And the Article 110 lists some specific personality rights of natural
persons, such as the rights of life, health, name and privacy, while the following Article 111 is a declaratory
provision for the protection of personal information. This shows that for legislators, they also believe that the
protection of personal information of natural persons is based on their personality interests, rather than pure
property interests. Secondly, the Civil Code places the main content of personal information protection in the
Book of Personality Rights, which further shows that the civil interests enjoyed by natural persons for their
personal information belong to personality interests. Legislators did not declare that the personal information is
protected by law in the Book of Real Rights and the Book of Contract of the Civil Code can also prove legislators’
attitude.

It is undeniable that personal information does have obvious property factors. Therefore, to protect the
personal information of natural persons, it is necessary to protect not only their spiritual interests but also their
economic interests (Z. J. Wang, 2012). Although most countries in the world believe that personal information
interests are a personality interests, because European countries and the United States have different values in
protecting personal private lives (European law pays more attention to protecting personal dignity, while the
United States pays more attention to protecting personal freedom [Whitman, 2004]), regarding how to protect the
economic interests contained in the interests of personality (Wang, 2014), China, Germany and other civil law
countries and the United States have adopted a “unified protection mode” and “dualization protection mode”
(Wang, 2014, pp. 162-164) separately.

The “unified protection mode” is to gradually affirm the economic value of personality interests by
expanding the connotation of personality interests, so as to protect the spiritual and economic interests of natural
persons while protecting personality interests (Z. J. Wang, 2013). In this case, there is a distinction between
spiritual interests and economic interests in personality rights, but the economic value contained in it cannot be
completely separated from personality rights (Wang, 2014). The “dualistic protection mode” adopted by the
United States is to create a new right—the right of publicity, which is specially used to protect the
economic interests of personality right,” and at the same time through right of privacy to protect the spiritual
interests of personality rights. The right to privacy is a passive and defensive right, which is exclusive and
cannot be transferred or inherited. And the right of publicity refers to the right of individual citizens to

® Haelan Laboratories, Inc. v. Topps Chewing Gum, Inc., 202 F.2d 886, (2d Cir. 1953). Zacchini v. Scripps—Howard
Broadcasting Co., 433 U.S. 562 (1977).
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commercial use and protecting their own names, portraits, characters, voices, gestures, images, cartoon
characters and other factors (Felcher & Rubin, 1979), and this right can be freely transferred. Therefore, the
“dualistic protection mode” can make individuals actively use the economic value contained in their names,
portraits, and so on (Beverley-Smith, 2002) through the right of publicity, which cannot be satisfied achieved by
the right of privacy.

Comparatively speaking, in the “unified protection mode”, economic interests are an integral part of
personality interests, and cannot be completely separated. Although doing so is conducive to safeguarding and
maintaining the personal dignity of natural persons, it does limit the use of economic value in personality interests
to a certain extent (Wang, 2014). For the “dualistic protection mode”, the freely transferable and inherited
nature of the right to publicity can make natural persons freer to use the right to publicity. However, although
the “dualistic protection mode” is more conducive to the utilization of economic value in personality interests,
this practice of forcibly separating economic value from personality interests is likely to separate the
relationship between the personal dignity and economic value of personality interests, and “will easily lead to the
utilization of economic value of personality interests out of personal control, and threaten personal dignity”
(Wang, 2014, p. 165). Therefore, China’s Civil Code attributes personal information interests to personality
interests, which can not only protect the personality interests of natural persons, but also provide legal support
for natural persons to obtain economic benefits through personality interests. In this way, it will not prevent
natural persons from collecting fees for others to use their personal information, nor will it prevent companies
from obtaining economic benefits by collecting, summarizing and using personal information in the era of
big data (Cheng, 2020b). It can not only fully protect the personal dignity of natural persons, but also use
their economic value to obtain economic benefits, which is a choice that conforms to the China’s civil law
system.

Personal Information Interests Is an Independent Interests

From a global perspective, in the field of personal information protection, there is no obvious distinction
between civil law system and the common law system. And there are mainly two legal modes of personal
information protection, namely, the privacy law mode and the information (data) protection law mode. The
former is represented by the United States, Canada and other countries, while the latter is represented by
Germany, Japan and others.

Many European countries enacted their own Data Protection Law in 1970s, such as Germany, France, and
Sweden. They clearly abstract personal data as an independent basic right of citizens, and use independent
legislation to protect personal data as a specific personality right. Different from this, the United States places
personal information in a privacy law system for protection. According to the common view, the concept of
privacy was first put forward by Samuel Warren and Louis Brandeis in the Article “The Right to Privacy”
published in Harvard Law Review in 1890, which developed from the protection of freedom in the United States
common law. It emphasizes that the law should protect the right of individuals to keep their personal thoughts,
emotions and private lives from the public (Warren & Brandeis, 1890). Subsequently, in 1974, the Privacy Act
highlighted the fairness and legitimacy of the federal government’s collection and utilization of personal
identifiable information (Hutchinson, 2015), in order to urge the federal government to provide active protection
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for citizens’ personal information (Zhang, 2015). So, in the United States, the protection of personal information
normally is called information privacy or data privacy.

One point needs to be emphasized that because the United States does not have a personality right system, its
connotation of privacy right is different from that of civil law countries, like China and Germany. In civil law
countries, the right to privacy is a specific personality right, while in the United States, it adopts the concept of
“big privacy”, which is highly open and can include many personal interests, such as the right to name and
portrait. In this mode, “it is a default premise that personal information can be used, and personal information
including sensitive information can be collected, unless the law or judgment determines that it cannot be
collected” (Gao, 2021, p. 113).

In China, during the process of legislation related to personal information protection, another great
controversy focuses on the relationship between personal information protection and privacy, that is, whether
personal information interests are independent personality interests and should be protected separately (Zhang,
2015), or are they included in the right to privacy and protected by the right of privacy (Xu, 2017). The author
thinks that China’s personal information protection has chosen the latter mode, that is, personal information
interests are personality interests that are independent of privacy rights and should be protected separately.
Chapter VI of the Book Four of the Civil Code is entitled “Privacy and Personal Information Protection”, which
proves that China clearly distinguishes privacy from personal information and chooses the “dual system
protection mode” to protect them separately. The Personal Information Protection Law is another proof.

The reason why the functional orientation of personal information is controversial is that it is undeniable that
the right of privacy and personal information are indeed closely related, which is mainly reflected in that the
protection objects of the two have some crossover. Article 1032 of China’s Civil Code defines what privacy is:
“[p]rivacy is the undisturbed private life of a natural person and his private space, private activities, and private
information that he does not want to be known to others” (Civil Code of the People’s Republic of China, 2020,
Art. 1032). Therefore, many undisclosed personal information belongs to the scope of privacy. They are private
spaces that people do not want others to intervene in, and private information that people do not want to publish
and let others know, such as someone’s bank account number.

However, from another angle, there are obvious differences between personal information and personal
privacy, which are mainly reflected in the following three aspects: First, although there is a certain overlap
between the objects protected by the two, as mentioned above, they are not completely coincident. Article 1034
of the Civil Code clearly stipulates: “[t]he provisions on the right to privacy, or, in the absence of which, the
provisions on the protection of personal information, shall be applied to the private personal information” (Civil
Code of the People’s Republic of China, 2020, Art. 1034). It can be seen that there are also sub-types of personal
information, and only personal information belonging to private information is the protection object of privacy
right. And it does not matter what the specific content of private information is, whether it is illegal or not, and
whether it is disrespectful, it should be protected by the right to privacy. On the contrary, the highly publicized
personal information does not belong to the scope of privacy right protection. Second, they have different
protection emphases. The right to privacy emphasizes the meaning of “secret”. Any content that a person is
unwilling to disclose publicly, is unwilling to let others know widely, and does not involve public interests can
become personal privacy. Its emphasis and attention is that personal private places are not violated and private
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life is peaceful and undisturbed. On the other hand, personal information interests pay more attention to its
“identifiability” and the ability of individuals to control and dominate information, that is, they can identify
someone directly or indirectly according to this information. As Judge Robinson’s point of view in the Compare
Reuber v. United States, personal letters should belong to the scope of personal information, because they clearly
indicate the name and address of individuals.’® Nevertheless, those personal privacy that cannot meet the
standard of “identifiable” do not belong to the scope of personal information. Third, the results of exposure of the
two are different. Personal privacy that has been disclosed, such as photos, contact numbers, email addresses that
already disclosed on social software, like Facebook, is no longer personal privacy. Therefore, the damage caused
by disclosing others’ privacy is often irreversible (L. M. Wang, 2013). Because once it is disclosed, its priva