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Abstract: The pervasive diffusion of digital technologies opened up to new concepts in managing and monitoring the processes 
occurring in our society. Information and Communication Technologies (ICTs) become enabling tools to rethink our way of living, 
consuming and producing goods and services. Among these, the Internet of Things (IoT) represents the disruptive technology that 
may redefine the stages of the building process to meet renewed environmental challenges. This new technological paradigm imports 
in the Architecture, Engineering and Construction (AEC) sector new and not-tectonic instances. In this context, the paper maps the 
experiences related to the use of IoT for managing the building process. Through a systematic literature review, the article highlights 
the potential benefits generable by a widespread integration of IoT in the AEC sector. In particular, the article has three purposes: 
defining the IoT infrastructure for its proper application in the AEC sector; identifying IoT main application domains; investigating 
the integration modalities. 
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1. Introduction 

The development and spread of Information and 

Communication Technology (ICT) in the built 

environment has profoundly changed how we live and 

interact, combining the virtual dimension to the 

physical one. Since 1995, the world population with 

internet access has increased from 1% to 58%, 

reaching 87-89% in the most industrialized contexts 

[1]. Atzori et al. [2] highlighted how the current 

internet paradigm, based on host-to-host communication, 

has become a factor limiting the use of the internet. 

Experiences in this field, related to the theories of 

ubiquitous computing and based on the concepts of 

“everywhere”, “anywhere”, “anymedia”, “anything” 

and “anytime” [2, 3], confirm the will to overcome the 

“one person-one computer” concept. This approach 

constitutes the theoretical background on which the 

Fourth Digital Revolution in progress is based [4]. In 

this context, the neologism “Internet of Things” (IoT) 

refers to the extension of the internet to the physical 

world, creating a new hybrid physical-virtual 

dimension, where it is possible to share information 
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from the real world. 

The paper investigates the role of IoT in the 

Architecture, Engineering & Construction (AEC) 

sector through a scoping literature review. Defining 

the state of the art on the IoT in smart building (SB) 

perspective, the paper specifically aims to: 

 Goal1 (G1): define the IoT architecture; 

 Goal2 (G2): identify the IoT application domains; 

 Goal3 (G3): investigate the spheres where the 

integration between the IoT and the SB occurs. 

To this end, we structured the paper as follows. 

Section 2 introduces the socio-economic context; 

Section 3 focuses on the methodology used for the 

literature review, highlighting the procedure that led to 

selecting 50 articles; Section 4 shows the survey 

results; Section 5 discusses the results obtained, and 

finally, we reported the conclusions and future 

developments. 

2. Theoretical Background 

2.1 Smart Urban Infrastructure 

The digitalization process through widespread 

integration is now turning into a growing supply of 

intelligent buildings and components in the real estate 

market. While this phenomenon can be framed as a 
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dynamic service in response to the changing needs of 

the end-user, on the other hand, it represents an 

essential layer in the architecture of the Smart City 

(SC). Urban systems are gradually turning into real 

open-air computers, capable of producing and 

reprocessing a large amount of data to improve the 

interactions and ways of living in the city.  

However, the SC must be populated with elements 

capable of communicating with each other and sharing 

information with the city’s control and management. 

As in an interrelated and connected system, the SC 

requires a widespread network of buildings as basic 

elements of the system itself. In this regard, promoting 

the SB’s concept, as a result of the integration 

between “modern science and technology” [5], 

follows SC’s evolution and spread. SBs exploit the 

intelligence brought by the IoT and data processing 

technologies to offer new and dynamic ways of 

interaction, adapting their characteristics according to 

the users’ changing needs. Using sensors and 

actuators for environmental parameters monitoring, 

SBs ensure greater control in resource consumption 

and an increase in the quality of services and indoor 

comfort [6]. In this perspective, Niu et al. [3] 

introduced the topic of Smart Construction Objects 

(SCOs) at a smaller scale. These experiences radically 

alter the nature of building components, introduce new 

management schemes and renovate the business 

relationships among stakeholders. A clear example is 

the Façade Leasing project linked to the concept of 

Product Service System (PSS) [7] that introduces 

business models. The current socio-economic and 

cultural context gives digital enabling technologies a 

central role in developing and managing urban 

processes. 

2.2 Internet of Things 

IoT identifies the paradigm of information 

technology as one of the most impacting and disruptive 

innovations in the field of communications [2]. In 

particular, the IoT indicates “a world-wide network of 

interconnected objects uniquely addressable, based on 

standard communication protocols” [8]. The term 

immediately highlights the potential of enabling 

technologies in the control of dynamic processes. 

However, the definitions given by the scientific 

literature do not uniquely explain the meaning of 

“Things”, which is a quite generic concept. Therefore, 

according to the different actors’ objectives, it can be 

defined in different ways [9]. Atzori et al. [2] 

highlighted the coexistence of three different meanings 

of things in the IoT field: Internet Oriented, relating to 

the network; Things Oriented, referring more to the 

world of real objects; the Semantic Oriented, focusing 

on the modalities of connections of the two fields. Jia et 

al. [5] added a fourth one: that of the human component 

(Human Centered) to read the phenomenon from the 

user’s perspective, favouring the interaction methods 

and the virtual interface. 

As it emerged from the literature review (see Section 

4.1), the three-layer architecture is the most used by the 

scholars. Jia et al. [5] and Daissaoui et al. [10] assume 

the following nomenclature: Perception, Network and 

Application layers.  

The Perception Layer is the physical environment 

level, equipped with sensors to detect and collect 

information. This layer’s task is to detect physical 

parameters or identify other intelligent objects in the 

real environment to share this information on the upper 

layers. The Network Layer is responsible for 

processing and transmitting the raw data collected. The 

term “network” identifies the technology used for 

transmitting the electrical signal, responsible for 

connecting intelligent things, network devices, and 

servers [5]. We divide communication and network 

technologies into wired and wireless technologies 

(such as Wi-Fi, Bluetooth, ZigBee infrared). In this 

regard we can note that over the years technological 

evolution has tried to solve the problems related to data 

transmission and pushed innovation by development of 

several communication technologies. The Application 

Layer is the highest level. Its goal is the front-end 
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interface with the end-user, helping us in 

decision-making. According to Trappey et al. [11], it is 

divided into two main components: the application 

field and the computational part. The first is 

responsible for providing services, embracing the 

entire system’s final goal, identifying the application 

field, the methods, and protocols to be used [12]. The 

second incorporates those enabling technologies 

capable of processing data, transforming into 

information, and making them available to the 

end-user. 

3. Methodology 

As highlighted in the previous paragraph, the 

topic’s breadth requires a clear delimitation of the 

research domain. The paper uses SB’s concept as the 

result of integrating IoT in AEC sector focusing on  

the most significant experiences in using the IoT at  

the building scale. We carried out the research 

following a scoping literature review methodology on 

two databases (Scopus and Science Direct) and one 

search engine (Google Scholar), to include also part of 

the “grey” literature by companies and market 

experience. We used the string “IoT” OR “Internet of 

Things” AND “Smart Building*” for titles, keywords, 

and  abstract,  limiting  the  period  in  2010-2020 

(December). Not computing the papers present more 

times and the non-Open Access ones, the research 

initially identified 638 articles. We refined the selection 

by analysing the titles and then the type of journal in 

which the were published, to make the results 

consistent with the objective of the review. Indeed, the 

interdisciplinary nature of the topic, extensively covered 

in communications engineering—but only marginally 

in architectural and AEC disciplines—required a 

selection of magazines based on their disciplinary 

macro-sector and impact factor. We consequently 

reduced the papers to 266. We then reduced the 

selection to 121 papers after analyzing the abstracts. 

We  finally  selected  36  products,  to  map  the 

phenomenon through an adequate number of papers. 
 

 
Fig. 1  Analysis of article reference using Gephi software. 
 

We then expanded back the research domain using 

Gephi neural network software to refine the research 

(Fig. 1). By analyzing the bibliographies of the papers, 

it was possible to identify the most cited articles and 

integrate them in our selection, when relevant. This 

process allowed including those texts not explicitly 

containing the search strings keywords, but still 

necessary to trace the state of the art. The selection 

process led to the definition of the 50 most relevant 

articles in the period considered. 

4. Results 

As confirmed by Shah et al. [13], the analysis of the 

available literature highlighted the highly 

interdisciplinary nature of the topic. Here we propose 

a classification of the products analyzed according to 

the three research objectives. The proposed 

framework is not to be intended as an ultimate scheme, 

but as a classification helping to set the state in light 

of the aforementioned specific purposes. 

4.1 IoT and SB: Layer Architecture (G1) 

The reviewed papers can be classified according to 

the way they refer to IoT architecture. The IoT 

architecture is usually defined by layers, from three to 

seven (3, 4, 5, or 7 layers), including elements and 
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functions [14] (Table 1), although conceptual and 

semantic differences are also present within the same 

cluster of papers. According to the literature survey, 

we identified the three-layer architecture as the most 

used one. Although, as reported, there is no univocal 

definition of the IoT layer architecture and not all the 

reviewed products adopt a clear nomenclature, all of 

them can be traced back to the three main levels 

aforementioned. Indeed, even if divided, the layers 

used in the reviewed literature, which also assume 

peculiar nomenclatures according to the specific 

research purposes, can all be finally traced back to the 

3-layer architecture system used in this paper. For the 

purpose, we adopt the nomenclature reported by Jia et 

al. [5] and Daissaoui et al. [10]: Perception, Network 

and Application. 

4.1.1 Perception Layer 

A wide range of smart metering solutions and 

sensors are available on the market, often 

characterized by closed and vertical protocols 

developed directly by the manufacturing companies. 

The variety of devices to detect or measure physical 

properties and to record, indicate or respond to them is 

huge and out of the scope of our survey. Therefore, 

one of the most challenging aspects of the Perception 

Layer devices regards the interoperability and 

communication between them for better 

communication [29]. Wireless Sensor Network (WSN) 

represents the most suitable solution to allow the 

monitoring of several environmental parameters by 

integrating data as position, temperature, humidity, 

pressure, lighting, and acoustic given by the sensors. 

Moreover, wireless technology allows for widespread 

use of these devices, even in environments not 

originally designed to house such an infrastructure. 

RFID (Radio Frequency Identification) technology 

represents by now the most adopted solution in 

logistics and the production chain monitoring. Active, 

passive, or semi-passive, they need a simple reader 

and can reach ten years of life [30]. Finally, video 

cameras, motion sensors, and environmental sensors 

are mainly used for safety. 
 

Table 1  Layer architecture analysis. 

References Layer architecture 

3 layer architecture 

[15] Data acquisition, processing, presentation 

[16] Physical infrastructure, control, application 

[17] Information, application, user interface 

[18] Field, data, processing 

[19] Sensor, communication, application 

[20] Sensing, processing, reproducing 

[13] Smart grid, fog, cloud 

[21] Process, communication, data 

[22] Data-source integration, services, application 

[5, 10, 14] Perception, network, application 

4 layer architecture 

[23] Information, connection, service, virtual 

[24] Perception, network, data, application 

[25] Data collection, transmission, service, interface 

[26] Device, gateway, cloud, App and application 

5 layer architecture 

[27] Physical, virtualization, aggregation, servitization, application 

[2] Object, object abstraction, service management, service composition, application 

7 layer architecture 

[28] Things, data, fog, aggregation, centralization, storage, application 
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Finally, mobile and wearable devices represent a 

primary source of data in the automation of a complex 

system: although they are not part of the building, 

they interact with it. 

4.1.2 Network Layer 

Data transmission in the AEC sector mainly occurs 

via Wi-Fi, Bluetooth, or Zig-Bee protocols. These 

technologies are used in data transmission, for 

example, between meters and service providers, 

between building energy management sensors and 

indoor environmental monitoring sensors, or between 

building users and smart appliances [29]. Wireless 

communications are preferred as they do not require 

an invasive physical infrastructure, although a more 

unstable transmission may characterize it. Wi-Fi is a 

communication technology that uses radio waves for 

local networking between devices based on the IEEE 

802.11 standards. The most used frequency is the 2.4 

GHz UHF and 5.8 GHz SHF ISM radio bands [5]. On 

the other hand, the Bluetooth system can connect 

mobile devices over short distances, also using radio 

waves. Finally, ZigBee is a technology designed for 

short-term communication and low power 

consumption, exploited in connecting many WSN 

systems. In this context, Li-Fi experiences as future 

alternatives in data transmission are engaging [28].  

4.1.3 Application Layer 

The most investigated area in this layer concerns 

the tools with which the end-user interfaces for 

managing the building system. BIM (Building 

Information Modeling) represents the most 

investigated tool in literature, being able to integrate 

in a standardized information network data from 

sensors placed in the environment. In this regard, 

Cheng et al. [17] suggested BIM for FM (Facility 

Management) activities, combining it with specific 

Artificial Intelligence applications to predict future 

building elements and subsystems state. To integrate 

sensor data into a BIM environment with more 

complex conditions, Alves et al. [15] proposed an 

alternative specific language (BIMSL) to facilitate 

query development [31]. At the urban scale, 

Geographic Information System (GIS) can represent 

an interesting tool for urban planning purposes, 

combining the information about energy and matter 

flows to space-temporal coordinates. GIS was also 

used as input data in energy simulation [22] and in 

managing emergency activities [32]. 

4.2 IoT and SB: Application Domains (G2) 

The papers analyzed were classified into seven 

main application areas, as shown in Table 2 

4.2.1 Design 

The IoT is aimed at developing shared models 

capable of receiving and exchanging information 

among different design phase players. Until now, the 

IoT’s intrinsic characteristics have implied that its use 

lends itself more to process control than to be as a 

support tool for the project’s design phase. However, 

generating, collecting, analyzing, and sharing information 

opens new scenarios, facilitating exchanges between 

the many stakeholders involved in the construction 

process through interoperable platforms, such as BIM. 

Boje et al. [33] highlighted the incompatibility between 

IoT and BIM due to the formats and standards of data 

inherited from BIM, which limit their use and 

extensibility. Alves et al. [15] highlighted how many 

experiences attempted to extend BIM to closed 

application domains by developing applications for 

specific areas, such as energy management, building 

automation, fire protection, health, safety, and 

augmented reality. In this context, the introduction 

and evolution of the so-called Digital Twin concept 

may allow an intersection between digital and physical 

dimensions, as it is specifically programmed to 

receive different inputs and formats. The ability to 

reprocess the data collected through a virtual simulation 

model allows, on the one hand, to increase the 

reliability of forecasting algorithms [22], and on the 

other, to introduce industrial strategies such as Lean 

Construction Management Systems in order to use 

data in decision-making and design processes [55].  



IoT in Building Process: A Literature Review 

 

480

Table 2  Application domain. 

Domain References 

Design [2, 15, 22, 33, 34] 

Construction  [35, 36] 

Quality et al. [3, 30] 

FM et al. [10, 16-18, 20, 37-39] 

Energy  [19, 28, 29, 40-48] 

Comfort [23, 49-54, 56, 57] 

End of life [55] 
 

4.2.2 Construction Site Management 

It represents an area of great interest for the 

introduction of IoT solutions that can optimize the 

construction phases. Logistics, cost and time control, 

process traceability, and operator safety represent the 

most critical challenges in this context [30]. The 

management of site logistics and supply chain is a 

focus with the project’s economic, time, and quality 

objectives. Most of the activities related to the 

construction site management, such as the materials 

procurement, the notification of low stocks, shipment, 

or storage can be automated through the IoT [55]. In 

this context, the most relevant experiences concern the 

use of RFID tags. Lee et al. [35] presented the 

Information Lifecycle Management framework, 

defining RFID main application to control the 

building process, from the production phases to the 

construction site management. In promoting the use of 

prefabricated building components incorporating 

digital devices, Li et al. [36] underlined their potential 

economic benefits for the installation phases. Niu et al. 

[3] designed prefabricated façade panels with 

integrated tags connected via Bluetooth, able to be 

recognized directly by the crane for the correct 

positioning of each façade panel. 

4.2.3 Quality Process and Supply Chain 

The IoT can monitor a supply chain and open new 

scenarios in managing building materials. 

Technologies for supply chain control, already used in 

other industrial sectors such as in the food chain [2], 

allow for greater control over the quality of the 

products used, too. Moreover, the regulatory evolution 

favored greater attention concerning the supply chain 

of building components, imposing the tracking of 

building elements and materials aimed at their 

recycling once they reached the end life. 

4.2.4 FM, Security, Safety, and Maintenance 

IoT represents a powerful tool for FM activities in 

the perspective of reducing operational costs in 

building’s life. By analyzing 120 scientific papers on 

the topic of digital technologies for FM, Wong et al. 

[39] highlighted how the scope of application is wide 

and varied. In particular, they report on a number of 

experiences using the interface of BIM and GIS to 

reprocess data collected via RFID sensors. Improved 

technological accuracy of single tools needs to be 

coupled with the development of as-built models for 

existing structures to ensure greater interoperability 

between BIM/GIS databases. A building must ensure 

the safety and security to the people it hosts. The 

safety level is closely linked to the maintenance 

effectiveness, both regarding the systems and the 

single architectural components, and it represents a 

significant cost in the building’s life [37]. Various 

experiences conceived the building as a machine in 

which each of its parts’ functioning can be monitored 

to prevent various failures and malfunctions. Kueng 

and Bruner [38] proposed RFID sensors connected to 

strain gauges incorporated into the building’s 

structural parts to monitor the building’s static 

behavior in real-time, such as in bridges. Cheng et al. 

[17] studied a system to send to the manager an alarm 

signal if anomalies occur, thanks to temperature, 

humidity, and pressure, and airflow sensors and 

through the BIM interface. A further significant 

example in terms of user safety concerns the 

application of IoT technologies for evacuation in the 

event of a fire. Park and Rhee [20] designed a system 

to notify the safest escape route in real-time in case of 

fire to increase safety in multi-story buildings. A 

similar approach is proposed by Liu and Zhu [32], 

highlighting how artificial intelligence can help make 

more appropriate decisions in a limited time, to 

identify preferential escape routes. 
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4.2.5 Energy Management 

It represents the area in which the IoT has had the 

greatest success to date. Smart Metering and 

Environment Monitoring have increased knowledge 

on how buildings perform [23]. The need to monitor 

the provision of energy flow in buildings to optimize 

performances and costs boosts the rapid development 

of various experiences, partially received by the 

market of technologies and devices [43]. The 

possibility of increasing domestic or work 

environments’ responsiveness according to how 

people use them represents a central challenge in the 

contemporary architectural design debate too. In this 

sense, Araquistain et al. [40] highlighted how 

remodelling the HVAC (heating, ventilation, and air 

conditioning) systems based on a greater knowledge 

of the hourly profiles of use could generate significant 

savings. A recurring theme in this area represents the 

need to connect the Building Energy Management 

System (BEMS) already developed with a network of 

sensors widespread in all environments [19, 29, 42, 44, 

46]. The flexibility of such networks aims to 

overcome the barriers by the data interoperability 

among products now on the market.  

4.2.6 Comfort and User Interface 

An effective energy management of the building is 

clearly linked to users’ comfort and behavior. If, on 

the one hand, the IoT becomes a tool to increase the 

comfort and healthiness of the SB, it also assumes a 

fundamental role in informing the user and guiding 

him to the correct use of the building devices. The IoT 

has indeed reformulated the ways of interaction 

Human-Human, Human-System and System-System 

[56, 57]. The dynamics brought by these technologies 

encourages Demand Response (DR) approaches [28], 

capable of guiding the end user’s behavior. 

Nevertheless, the most often used interfaces in the 

analyzed papers were developed for specific 

applications. Park and Rhee [20] highlighted how the 

IoT allows identifying the most suitable simulation 

model for guaranteeing indoor comfort. In this context, 

various scholars [49, 50] presented how the IoT can 

play a crucial role in controlling the environmental 

quality and healthiness. The integration of sensors in 

building components, for instance, can provide a 

detailed mapping on indoor and outdoor pollutants 

distribution and air quality.  

4.2.7 End of Life 

The application of IoT technologies in Construction 

and Demolition (C&D) waste management for the 

buildings and elements end of life is still little 

investigated. Although different papers [41, 55] 

mentioned the applicability of these technologies in 

the building’s whole life, the experiences testifying 

possible advantages in this field are still scarce. In 

analogy with the installation and management of the 

construction site processes, we can assume that even 

the decommissioning phases of a building can be 

monitored through IoT devices, widespread on the site 

and integrated into the components themselves. In 

addition to this potential application, there are 

traceability and monitoring of the demolition and 

disposal phases. Indeed, the regulatory evolution, 

requiring growing attention to C&D waste, promotes 

the introduction of circular approaches to ensure the 

valorization of the waste. 

4.3 IoT and SB: Integration (G3) 

4.3.1 Systems 

The ability to remotely monitor the correct 

functioning of HVAC plants involves significant 

benefits in terms of energy savings, costs, and indoor 

comfort. This led to a rapid technological evolution in 

this field. Voltage, frequency, and electrical load 

sensors of the HVAC system [17] are consolidated in 

the field of system design. In this field, Casini [43] 

highlighted the benefits of using IoT in the 

auto-programming and self-optimisation based on 

learning of users’ habit of HVAC systems. 

4.3.2 Building Components 

Physical integration into building components is a 

topic of recent interest. SCOs, such as prefabricated 
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elements, floors, stairs, beams, and pillars, can 

potentially integrate useful information for the 

construction, use, and management of a building [35, 

[36]. Structural monitoring remains one of the most 

investigated fields, aimed at increasing knowledge of 

buildings’ real behavior in the use phase and affected 

by anthropogenic or environmental nature stresses. 

RFID sensors connected to strain gauges can provide 

real-time information to identify the mechanical 

behavior of a floor or a pillar, monitoring any 

construction defects or damage (crack detection) [37, 

38, 58]. Among the building components, the façade 

system could be the most suitable element for integrating 

sensors. Furthermore, the idea of transforming the 

envelope into a dynamic component capable of 

adapting to endogenous or exogenous inputs has 

accelerated this integration. Indeed, the envelope is 

generally defined as an interface between environments 

under different conditions. Therefore, its role in 

defining building energy demand and indoor comfort 

is crucial [40]. In this context, the off-site construction 

process allows the monitoring of the different phases. 

As part of the RenoZEB project, aimed at developing 

smart facade modules for energy retrofit, Arnesano et 

al. [41] highlighted the advantages of using sensors to 

share information in building operation and 

management. In the experience reported by Niu et al. 

[3], information regarding essential parameters for 

traceability (dimensions, weight, materials, 

manufacturers) and component assembly (special 

fitting position, floor-ceiling height) are integrated 

into the prefabricated concrete facade panels for a 

high-rise building. Xue et al. [59] outlined the state of 

the art on the relationship between IoT and BIM, 

reporting an example in which RFID tags, placed 

inside a prefabricated facade panel and combined with 

BIM, improve production and installation activities. 

Giovanardi et al. [50] propose an indoor and outdoor 

air quality monitoring system through plug & play 

components embedded in the windows’ frames. 

4.3.3 Furniture 

Furniture in the dwellings can represent a relevant 

source of information for the SH management. 

Product innovation has accelerated the transition to a 

connected and smart building. Lights, ovens, 

refrigerators, washing machines, and home 

automation are just a few examples of how the IoT has 

already taken root in our homes [60]. Programming 

the working of such equipment according to our habits 

redefines the way users interact with the home.  
 

 
Fig. 2  Relationship between the articles reviewed, the IoT structure employed (G1), the application domain (G2) and the 
integration modalities (G3). 
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The responsiveness of the digital components 

represents a focal point in the future development of 

new products for the home. In hospitals, offices, 

public buildings, furniture and instruments can be 

traced within the spaces to facilitate locating the 

devices and allowing the inventory of the available 

items. 

4.3.4 Personal Devices 

Finally, the proposed classification reveals a series 

of experiences based on the use of data produced by 

wearable devices mainly to be used outside the 

building itself. The SB network connection with 

sensors and mobile devices represents a data source 

often used for users’ safety and ensures them the best 

comfort conditions [23, 62]. The most significant 

experiences in this context occur in the healthcare and 

telemedicine sectors, where the same sensors help 

monitor patients’ state of health and their 

rehabilitations [53]. 

5. Discussion  

The literature review set out to answer the three 

research questions. As it emerged, the IoT architecture 

(G1) implies a variety of solutions still heterogeneous 

and rapidly growing. From Fig. 2, it was possible to 

identify the WSN as the most widespread technology 

in the Perception Layer for SB. Solutions for logistic 

and spatial tracking provided by RFID and GPS 

solutions are equally present. Experiences related to 

the use of cameras, although they represent an 

evolving field, are less common. In the choice of 

communication protocols it emerged that there is no 

predominant solution, although in almost all the case 

studies the use of wireless solutions is evident. 

However, experiences that attempt to exploit the 

potential of Wi-Fi and Bluetooth in transferring data 

are common; hybrid solutions are widespread. In 

particular, in most cases the WSN and RFID/GPS 

technologies are linked to the development of hybrid 

communication protocols. In the Application layer, 

the use of ad hoc created software and web pages for 

reading data is the most commonly used solution in 

literature (“General”). Several significant cases try to 

integrate data through software such as BMS, BIM or 

FM software, according to the main specific goal of 

the system investigated.  

Among the IoT application domains (G2), Energy 

Management and FM are currently the most, in 

literature, as the monitoring of few parameters leads to 

a profitable development of systems. Indeed, the 

advances made in sensor innovation, which have led 

to the development of low-cost and energy-efficient 

(WSN) technologies, have drastically increased the 

use of such devices inside buildings. With the 

development of new smart meters for the profiling and 

recognition of the electric load, the environmental and 

energy demand sector represents the ones with greater 

IoT-SB integration. As for the Design application 

domain, to date the relationship between IoT and BIM 

is a widely debated issue and presents some barriers 

related to interoperability and the character of the data 

produced. As for the Quality process and Supply 

Chain fields, although today the methods of labeling 

and environmental certification of building materials 

are mainly based on voluntary certificates, in the next 

future the role of the IoT could be central, allowing 

the prompt availability of information and putting in 

direct communication all the stakeholders involved. 

As reported, the development of ad hoc application, 

which may constitute a barrier with respect to a more 

consolidated integration IoT-SB, covers many 

application fields. Broadly speaking, the End of Life, 

although it represents a central topic with respect to 

the Circular Economy and Waste Management issues, 

seems to be the weakest domain of integration IoT-SB. 

The use of ad hoc created software is widespread in 

Comfort and User Interface domain, which represents 

a domain in continuous development, where several 

experiences were developed. In the Safety and 

Security field, up to now monitoring experiences have 

been implemented mainly on the plant systems or to 

detect anomalies in big infrastructures, as a bridge. 
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Finally, to date the IoT-SB integration (G3) mainly 

occurs thanks to solutions (e.g. environmental sensors) 

that can not be defined as fully integrated into specific 

elements of SB, considering that sensors are generally 

applied on the specific components after the 

assembling. Therefore, the possible development of 

SCOs represents a promising field of research and 

development, in order to put the information produced 

in relation from the very beginning of the building 

process.  

6. Conclusions 

The review highlighted a wide panorama of 

experiences and devices whose technical limits in the 

wide scenario of possible applications are still under 

investigation. The introduction of these technologies, 

born to optimize and better manage an industrial 

process, still finds a certain difficulty in the built 

environment appliances. This is particularly visible, for 

example, in the End of Life management, where the 

use of IoT still finds barriers, given the presence of 

various stakeholders and national or local regulatory 

framework. In these terms, the design, production and 

installation of SCOs, where the digital component is 

embedded, could lead to optimization in all the 

identified application domains, and definitely push the 

innovation in the market. In this perspective, the use of 

SCOs represents an essential element in promoting 

alternative approaches and business models based on 

the concept of “product as a service”. 

Broadly speaking, the speed of technological 

development requires a rapid rethink of the building 

process as a whole. Digitization in the AEC sector 

today represents a standard to strive for, a new 

dimension in which the tasks of all the players 

involved—designers included—may be redefined and 

put in direct communication, thanks to the IoT and 

from the very first stage of a building process. The 

potential value associated with data opens new 

scenarios in managing the building process by 

involving new players, reshaping their role and 

promoting financial and contractual forms based on the 

performances provided by a service. However, the 

huge increase of data availability and parameters to be 

monitored still requires a shared regulation on their 

management. Indeed, although information is a 

primary factor for optimizing processes and resource 

consumption, the activities we carry out in a building, 

which mainly determine its behaviour and 

environmental profile, may undermine users’ privacy. 

The use of such data still structured on closed systems 

and usually managed by private companies and public 

utilities, must still be properly regulated. The digital 

tool in this case should make itself highly permeable to 

the use of different stakeholders and in the same time 

guarantee the privacy to users. To this, the setting of a 

clear and shared concept framework about what we 

mean by IoT is central. In this field, the academic 

debate is still open; such a fragmented nomenclature, 

communication protocols and standard proliferation 

may not help the wide diffusion of the IoT in the AEC.  

The AEC sector is lagging in sharing the benefits 

deriving from the technological revolution, because of 

the complexity and variety of building processes and 

stakeholders involved. The IoT represents a tool with 

great potential—up to now partly unexpressed—to 

renew production, use and consumption patterns of 

goods and services, in other words, to finally rebalance 

the relationship between man and environment with a 

view to climate mitigation.  
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