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Abstract: Pervasive and ubiquitous environments must handle the detection and management of users, devices and services, while 
guaranteeing the privacy of both the users and the environment itself. Current techniques for handling privacy found in the literature 
treating the subject in various ways, while concentrating on the device management, communication protocols, user profiles and 
environmental access. This paper examines a control model for privacy in pervasive environments from the perspective of the 
environment. A prototype was devised and tested to validate the generic model of privacy which was also used to compare 
taxonomic concepts in the literature. Moreover, the prototype was devised and tested to validate the generic model of privacy for 
control and manage various users, devices and environments and so on. The prototype was based on Percontrol (a system for 
pervasive user management), which was only intended to identify users using Wi-Fi, and now it is capable of managing temperature, 
luminosity and other preferences, measured by a WSN (wireless sensor network) embedded to Percontrol, and the data treatment is 
done by an ANN (artificial neural network). Results confirmed the viability of device detection with Wi-Fi, Bluetooth and RFID 
(radio frequency identification) for an increases slight of the latency in registering new devices on the system. 
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1. Introduction 

In a pervasive environment, computational 

resources are come omnipresent in people’s daily lives 

and are all interconnected with the objective of 

providing accurate information and services, 

regardless of the time or place [1]. Thus, the 

environment is filled with computational devices that 

are ingrained in such a way that using them becomes 

“second-nature”, and thus creates the illusion that they 

just “disappear” and become a normal part of people’s 
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daily lives. In recent years, a new computational 

paradigm is emerging with the emergence of mobile 

devices, for which the calculation is highly dynamic 

and must adapt fast to environmental changes. This 

phenomenon is caused by the user’s own mobility and 

in situations where the processing power exists within 

small multi-function mobile devices such as mobile 

phones, smartphones and PDAs (personal digital 

assistants) [2]. 

According to Ref. [3], ubiquitous computation is 

the kind of computation that makes life simpler; 

digital environments can sense and process 

information, by being adaptable and becoming 
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pro-active towards human needs. 

Weiser [1] forecast new systems and environments 

that would be full of computational resources capable 

of providing services and information whenever 

necessary (“everywhere, every time computing”). 

Thus, he proposed a continuous integration between 

the environment and technology, with the aim of 

helping people carry out their everyday activities 

within this environment [1]. 

The current trend in computing is the usage of 

“invisible” computers, where the man-machine 

interaction is governed by non-traditional means; 

instead of the traditional keyboard and mouse, 

touchscreen and motion controllers are quickly 

becoming the standard input mechanisms. Computers 

are now set up with the aim of responding to 

user-stimulus, without the need for direct user 

interaction. This concept is close to the idea of 

Pervasive computing, since machines are distributed 

within the environment in a non-perceptible fashion; 

through the use of sensors or other means of 

communication such as RFID [4], Bluetooth or WSNs 

(wireless sensor networks) [5]. These machines 

communicate between themselves, the users and the 

environment, and their tasks are modeled to suit 

everyone’s needs in a better way. Pervasive 

computation should be context-aware and intelligently 

adapted to finding better solutions to the most diverse 

situations. 

Pervasive computation deals with many situations 

that have no equivalent in traditional computation: 

Common among these are changes in the presence of 

users, location conditions, service availability (such as 

weather forecasts or clock synchronization), and 

computational context. Privacy plays an important 

role in these situations, since a user might not want to 

be located or share his data during a certain time. 

These requirements should be met by the pervasive 

environment, by reducing the processing of 

unnecessary data and increasing the overall security 

level and the performance of service management 

tasks. 

We propose a privacy control model for 

pervasive/ubiquitous environments to properly 

address the requirements of this pervasive 

computation; this handles as many requirements 

related to the environment as possible. In the current 

literature, several scientific papers were found which 

adopted an approach to privacy control that involved 

using different techniques that focused on the user 

himself or the devices, communication services and 

privileges which he is able to access. 

However, we consider a broad range of different 

scenarios present in the real world (e.g. churches, 

libraries and football stadiums), although no one 

specific work addresses all the necessary requirements 

that can be found in all the existing scenarios. 

The rules and regulations that govern each one of 

us, are mostly determined by the context of our 

situation, and the context is closely tied to the 

environment where we currently reside. Thus, most 

privacy control mechanisms that focus on the users, 

devices, communications or services usually lose their 

validity when removed from the environment for 

which they were designed. 

The main contribution made by this work is to 

outline a novel model for privacy that is focused on 

the pervasive/ubiquitous environment, and seeks to 

bring the concept of Pervasive computing closer to the 

real world. However, solutions for the problem of 

security in pervasive/ubiquitous computation will not 

be addressed, such as techniques for avoiding attacks 

or encryption algorithms; nor will solutions for 

restricting users and/or devices, or the services and 

communication mechanisms available to them. 

This paper is structured as follows. In Section 2, an 

analysis of the state of the art in the literature is 

conducted, and some key concepts of privacy in 

pervasive and ubiquitous environments are defined 

and discussed. A taxonomy for privacy in ubiquitous 

environments is outlined in the Section 2.1. This 

taxonomy is defined and compared with the models 
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found in the current literature, as show the Section 2.2. 

In Section 3, the criteria and definitions of the generic 

model of privacy control proposed for pervasive and 

ubiquitous environments are analyzed in depth. 

Section 4 presents a scenario outlined of the 

application based on the characteristics and definitions 

listed in the taxonomy and model of privacy. In 

Section 5, a test-bed was employed to validate the 

architecture of the proposed application for pervasive 

and ubiquitous environments. Finally, the conclusions 

and suggestions for future work are described in 

Section 6.  

2. State of the Art 

In pervasive environments, there are several 

problems and challenges that have to be faced, among 

which, the control and management of privacy stand 

out. There are several different concepts and 

definitions of privacy in Ref. [6]. We can cite the 

ideas introduced by Refs. [7, 8], where privacy is 

considered to be an abstract and subjective concept 

that is closely bound up with each individual’s 

perception of what it represents. According to Ref. [6], 

privacy can be related to providing protection from 

threats to one’s personal property, or physical and 

moral integrity; these needs are not uniform and are 

influenced by cultural factors such as religion, 

tradition, customs, education, and the political 

environment, as well as more personal factors like age, 

health, occupation and humor, among others. 

Despite the extensive literature in the area, many 

questions are still left unanswered, while others still 

require a great effort to integrate several concepts and 

techniques into a single. A solution can handle 

privacy in complex environments. It can be readily 

appreciated that it is not possible to address every 

aspect of so many situations, and that this  

invalidates any definition of a specific privacy context 

[7]. 

A context is characterized by data that overlaps 

both the physical and virtual worlds. People do not 

usually regard physical environments (the office, shop 

floor or stadium) and virtual environments (the 

computer desktop or mobile phone menu) as separate 

entities, since objects and processes can be 

represented in both worlds. Hence, it is necessary to 

project structures that are capable of representing 

elements from both the real and the virtual domain. 

These elements should be represented in a way that is 

as generic as possible, to assist the creation of 

environments that can provide better support for 

associated physical and virtual tasks. This can only be 

achieved by putting forward taxonomic definitions 

that allow the isolation of specific parameters and 

requirements associated with pervasive privacy, a task 

that will be discussed in the next sub-section. 

2.1 Taxonomy of Privacy in Pervasive Environments 

In this section, we outline a taxonomy for privacy 

in pervasive environments, as shown in Fig. 1. This is 

based on the current literature and extends the 

concepts of privacy by taking into account the context 

of the environment. 

In Ref. [9], a few important requirements were set 

out, in which the pervasive user is described as: 

 Collaborative: The user should provide access to 

information and services (such as music, videos, 

personal data, and location) in a collaborative fashion, 

in order to enhance both his own experience and that 

of other users, as well as to improve the system in 

general. 

 Flexible: Users can adjust the level of 

collaboration to suit the safety levels required by a 

certain service request.  

Thus, as a result, there is flexibility between the 

users and sources of information. 

 Visible: The user provides access to his profile 

and identity, which may hold several classifications as 

described in Ref. [9], where the user’s identity may be 

weak (with a minimum degree of trust), average 

(medium level of trust) and strong (high level of 

trust). 
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Fig. 1  Taxonomy of privacy in ubiquitous environments.  
 

Other characteristics should also be considered, 

including anonymity; there are several situations 

where the user’s location cannot or should not be 

divulged, owing to the nature of his/her occupation or 

for personal reasons. 

 Controllable and the sharing of data should be 

controlled by the user. His opinions, characteristics 

and personal data may change at any time, depending 

on his everyday decisions and lifestyle. 

 Anonymous: Even if user management modules 

have access to many types of information about users, 

the user should always be in a position to decide if 

he/she does not wish to provide access to certain 

resources or services to other users anymore, by 

changing his profile or context. 

The work carried out by Ref. [10] shows a control 

mechanism applied to a music sharing service based 

on the location of Wi-Fi hotspots. This paper adopts a 

different approach from other privacy studies, since it 

envisages the possibility of defining types and sizes 

that can be transferred, depending on the current 

Wi-Fi spot and location. However, this approach does 

not handle the environment itself but is only 

concerned with the Wi-Fi spots within it. 

In Ref. [11], there is a different solution based on 

an algorithm that computes an area that depends on 

the level of data protection required. The use-case was 

a hospital environment where user data and location 

could be shared. 

However, the study did not predict interactions with 

the pervasive environment, but only took account of 

its location [12]. The study also adopted different 

approaches that could restrict access to certain 

information, such as document validation. 

With regard to desirable characteristics for handling 

privacy in devices, some works investigated user 

locations by means of GPS, wireless access points or 

cellular antennas, and made use of coordinates 

between locations to control access to services within 

the pervasive environment. The research conducted in 

Ref. [13] defines the following taxonomic 

requirements for devices: 

 Accountable: These devices must be registered in 

the places they frequent regularly, since this helps to 

reduce the amount of unnecessary data traffic and 

helps speed up the device identification system. An 

actual application of this would be the storage of 

device characteristics that visit a certain environment, 

such as login credentials or available services. 

 Localizable: Direct access to a data base 

containing information about users and their devices 

is necessary to validate basic information. Treatment 

of other types of information should be handled 

through the access point that the user is currently 
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using, in order to ensure security and reliability. 

 Heterogeneous: A single device may use 

different kinds of communication protocols and 

provide different kinds of services. 

 Computationally limited: This is a very important 

factor when dealing with battery-powered or mobile 

hardware, and it should be taken into account when 

designing effective privacy mechanisms [14]. Low 

power processing or limited storage should not be 

regarded as limiting factors but as challenges to be 

overcome to achieve computational balance. 

 Energy aware: Depending on the hardware in 

question, we need to consider the energy consumption 

used by the application layer, service layer and 

communication. A pervasive system should always 

take into account how applications or mechanisms can 

help reduce the amount of energy consumption. The 

architecture of the system should always focus on 

external information processing, leaving the sensing 

and transmission tasks to more limited devices. 

The taxonomy definitions for applications and 

services are based on the work described in Ref. [7], 

which outlined the desirable requirements for privacy 

services: 

 Flexible: Users should be capable of defining 

their own privacy preferences, with different levels of 

detail for different groups of people. Different kinds 

of users may have different needs while different 

groups of people may wish to share information in 

distinct ways (groups united by their religion do not 

share the same kind of information as groups united 

by an interest in sports). 

 Notifiable: The users may want to be notified of, 

or to scan, any attempts to gain unauthorized access to 

their contextual information. Hence, it should be 

possible for the user to create custom notifications for 

different situations. While in certain scenarios, it may 

be useful to be notified of every access attempt, other 

scenarios may require these warnings to be 

automatically discarded (for example during sleep 

times, which are not the same for every user and may 

vary every day). 

 Controllable functionality: In addition to the 

access control options (“grant” and “deny”), a third 

option (“not available”) should also be made available. 

This option allows users to deny access without the 

requester being aware of it. This technique is also 

known as “plausible deniability”. 

 Controllable accuracy: Users may adjust the 

temporal and spatial precision of their context 

information. This usually applies to the user’s 

mobility, availability and daily tasks, where 

information is constantly being changed or updated. 

 Controllable access: The users should be able to 

block access to any contextual information at any time. 

As a basic security routine, the system itself should be 

able to issue a warning that the user or his device are 

under a security threat and block the sharing of any 

kind of information. The user may also find himself in 

unknown public places where information sharing is 

not recommended. 

According to Ref. [15], traditional autonomous 

computing and small networks depend on user 

authentication and access control to guarantee security. 

These interaction-dependent methods have certain 

rules and regulations that restrict the ability to access, 

use, modify or visualize resources. However, mobile 

users need to be able to access hosted resources and 

services at any time from any place, which leads to 

serious security risks and access control problems. 

With these challenges in mind, Ref. [12] proposes a 

solution based on the management of trust which 

involves the adoption of security policies and the 

assignment of credentials to external entities. These 

credentials are checked to see if they conform to the 

defined policy, while the level of trust in each of these 

entities is validated through third-party input (the 

feedback from other entities, for example). The level 

of trust attributed to an entity can be correlated with 

the level of access they are given. Despite being valid, 

the proposed solution does not handle all the 

necessary requirements shown in Fig. 1 of its 
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taxonomy, or does it focus on the pervasive 

environment. 

Some other characteristics associated with 

pervasive Services and applications are shown in Ref. 

[16]: 

 Emergency overridable: The users should be able 

to define the exceptional policies that precede any 

other kind of privacy policy. Just as in the real world 

where we face factors that are beyond our own control, 

it is necessary to define rules that must be complied 

with in priority situations, such as emergency phone 

calls between family members at inopportune times or 

from call-restricted locations. 

 Simple: Another point is that the users should not 

be bothered with too many configuration options for 

their privacy preferences. Basic usability guidelines 

suggest that no one wants to navigate through a lot of 

interfaces and menus to configure a particular 

functionality. Thus, the system should be able to store 

relevant configuration information, for example the 

user’s most accessed functionalities, which can then 

be used to generate useful “shortcuts”. 

 Efficient: The handling of privacy concerns 

should not cause a significant delay in communication 

or a heavy processing load for the context providing 

services; 

 Discoverable: The application should meet the 

necessary requirements and provide the parameters for 

the discovery and offer of available services to the 

users. The discovery of services and the mechanism to 

make them available should be both omnipresent and 

automatic, in the sense that it should not be necessary 

to reconfigure the parameters of a device for each new 

situation. 

 Available: The application should have control 

over the usage of services, to ensure that all users, 

devices, communications and services in the pervasive 

environment can enjoy equal access to a greater 

amount of information. 

The work carried out by Ref. [16] shows that 

several problems were encountered when dealing with 

the management of security in pervasive applications 

and services. However, we found that its taxonomic 

description of communication, based on protocols and 

services, represents its most distinguishing feature. 

The taxonomy to communication is described as: 

 Varied: The communication should adapt to as 

many distinct devices and environments as possible, 

and should be able to exchange data by means of 

different communication media without the need for 

user intervention. 

 Adaptable: The communication should control 

which protocols can be used in each environment, to 

reduce the risk of message losses and processing 

requirements. 

 Confidentiality: The infrastructure must be 

capable of handling performance, certification control, 

login mechanisms and other management functions so 

that it can provide pervasive communication in a 

secure and reliable way, as described in Ref. [17]. 

 Scalable: A communication protocol should 

simultaneously serve as many users and devices as 

possible and provide services in many different 

environments while maintaining a satisfactory level of 

quality. 

 Automated: The communication should be able 

to support mobility and remain adaptive by using 

unicast, broadcast or multicast communication 

channels, without the need for user intervention. 

Even in the area of taxonomic descriptions for 

pervasive computation, the work in Ref. [18] 

establishes a framework and middleware architecture 

for pervasive computation. This study argues that a 

fundamental demand for pervasive computing requires 

the automatic physical integration of hardware devices. 

However, this work treats the infrastructural 

requirements of pervasive software in a general sense, 

and does not specifically address the question of 

pervasive environments from a computational 

standpoint. 

The work in Ref. [19] explores different forms of 

communication and distinct infrastructures that 
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support several requirements and characteristics for 

pervasive computation: scalability, heterogeneous 

environments, integration, contextual invisibility, 

awareness and contextual management, which have 

been described as the main challenges that had to be 

addressed by pervasive computation. The work 

described in Ref. [20] addresses the modeling of 

systems in the area of pervasive computation. It 

contains a study on the issue of privacy, which is used 

as a means to extend previous research work that 

devised a meta-model to be used as a basis for the 

construction of ubiquitous systems. The extension 

proposed in Ref. [20] seeks to specify privacy at 

user-level for ubiquitous environments. Although, it 

can be claimed that this study has made a considerable 

contribution to the state-of-the-art, the proposed 

approach does not directly deal with privacy in the 

ubiquitous environment, but rather, is concerned with 

the ubiquitous user within the environment. Moreover, 

we lay down a few basic requirements for pervasive 

environments, which include the following: 

 Context aware: It is one of the most important 

factors in intelligent environments since it makes a 

ubiquitous system as minimally invasive as possible. 

The system and the environment should be able to 

recognize the user’s current status and adapt their 

behavior accordingly, as described in Ref. [2]. For 

example, a user that enters a pervasive space should 

be automatically identified and have access to the 

services and environmental configurations that should 

be available to him. 

An interesting case of the importance of privacy in 

pervasive environments is described in Ref. [21], 

where a British woman found out about her husband’s 

infidelity through Google Street View, thanks to the 

customized number plate on the husband’s car. Since 

its launch, Google Street View has been the target of 

complaints and was severely criticized for 

(accidentally) obtaining pictures of people performing 

acts meant to remain private, without their consent or 

knowledge. If one thinks of the world of pervasive 

computation and sees the car as a pervasive 

environment, it is possible to configure the car in a 

way that prevents its location from being published. 

This could be carried out, for example, by equipping 

the car with a RFID chip that is read by the Google 

Street View’s vehicle, and then either gives or denies 

permission to photograph it. This 2009 case proves 

that privacy is neither a novel nor a trivial issue. 

In an attempt to establish a reference model, Ref. 

[22] provided a taxonomy that was aimed at 

establishing a new set of QoS metrics for classifying 

and characterizing WSNs. However, the work did not 

consider privacy or metrics control. The work in Ref. 

[23] carries out a review of the state-of-the-art in 

privacy preservation techniques and a taxonomic 

analysis of the control of privacy and contextual data 

for WSNs. Two main categories of 

privacy-preservation techniques are 

discussed—data-oriented and context-oriented. This 

work is particularly useful, since it solves the problem 

of ensuring privacy for both data in the network and 

the application context, but, on the other hand, it does 

not address the challenges associated with the 

application environment or the pervasive system as a 

whole, since it is wholly focused on WSNs. We can 

draw up a new privacy agreement on the basis of this 

work: 

 Manageable context: The environment should 

allow the user to share his own data and use the 

services and information made available by other 

users and the environment itself. Thus, support for a 

domain-independent representation of services and 

information is expected from the environment. With 

help from the pervasive environment, the user can 

choose the most suitable and context-appropriate 

services to achieve his goals. In view of the 

heterogeneity of possible devices and configurations 

in ubiquitous computing, the provided services should 

be accessible from anywhere within the environment 

and available in as many different formats as possible. 

 According to Ref. [20], an understanding of the 
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nature and context of human activities is a very 

important research field in many areas such as 

psychology, sociology and ergonomics. However, this 

wide range of involved areas can cause conflicts, since 

each area offers a different perspective and can 

propose and explore a different strategy for a better 

understanding of human activities. An overall 

understanding of the subject can only be obtained by 

conducting research in each of these areas; this 

overview is very important to enable ubiquitous 

computation to accurately detect, represent and 

analyze human activity, which is a multidisciplinary 

challenge of considerable complexity. This reveals the 

need for combining different systems as a means of 

providing the ubiquitous environment with 

information and guidelines on how to act based on 

human responses. As a result, we can identify a new 

requirement for obtaining a privacy solution: 

(1) Interactive: Users must interact with the 

environment in order to obtain information about it. 

This interaction should be intuitive, pleasant and 

adjusted to the environment context. Pervasive 

computation can lead to a good deal of inconvenience, 

such as intrusive advertising mechanisms: Most 

people do not wish to keep being informed about 

products for sale whenever they pass by a store. One 

way to circumvent this problem is to only inform 

registered users that have subscribed to certain types 

of notifications that match their hobbies and interests, 

and to allow them to disable and re-enable these 

notifications at any time. 

(2) Activity recognition: The user activities can be 

effectively recognized through specialized activity 

recognition mechanisms. This information can be 

used to improve that ability to infer the user’s context 

from the pervasive environment. Context inference 

can be used in numerous situations, such as 

employing automated network mechanisms to suit the 

user’s needs (e.g. choosing the best wireless interface 

available, depending on the user’s location and 

activities). 

(3) Registrable: Privacy management in a 

ubiquitous environment should allow technology to 

remain very close to individuals and operate in a 

variety of real scenarios. For the control and 

registration of environments, it is necessary to have 

information that describes everything that belongs to 

the environment, as well as accessibility conditions, 

available services, shared resources, authorized 

individuals, devices, communications and applications 

that allow interaction to occur. However, the rules that 

govern privacy and control access should always be 

based on the environment and its definitions. 

According to the literature, the ubiquity paradigm 

compels the computation to be invisible, that is, to 

carry out its operations with the minimum distraction 

from the task in hand [1-3, 7, 20, 24]. The 

environment should not have to auto-reconfigure at 

each login solicitation or change of users. In other 

words, the environment should be configured in a way 

that is unique and inherent to its nature and context. If 

a user goes to a soccer match and sits on the opposite 

team’s bench, this represents a serious security event 

for the stadium’s pervasive system, since the user’s 

location might be hazardous to his well-being. Thus, 

we need to define the environmental hierarchy of 

usage: 

 Hierarchical: Pervasive environments should be 

governed by a set of established rules, much like those 

in the real world. In general, each environment is 

managed by a high-ranking entity, which might be the 

environment’s owner or the person in charge. 

Companies, churches, schools and even our own 

homes are governed by a hierarchical tree that 

determines how individual elements relate to each 

other in terms of authority. The pervasive 

environment’s hierarchical taxonomy should follow 

the same structure as the hierarchies that we find in 

real world locations. 

 Politically modifiable: With regard to the policies 

of the environment, it is necessary to enable the user 

in his current location to have control of input/output 
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of information, that is, the user’s environment controls 

the way information and services are shared. For 

example, a classroom can be configured to receive the 

teacher as a kind of advanced user and students as 

simple guests [25]. 

In the research conducted by Ref. [26], a logical 

language for expressing security policies called LEPS 

is set out, which defines a security policies model for 

access control services, authentication, integrity, 

privacy, auditing and non-repudiation. The proposal is 

of value, but it remains focused on users and related 

groups. However, we can use the concepts introduced 

by LEPS to create other requirements from the 

hierarchical model proposed: 

 Intelligent: These mechanisms should have 

definitions and rules so that the environment itself is 

enabled to make the decisions intelligently, without 

human intervention. One of the most popular solutions 

is the introduction of artificial intelligence 

mechanisms such as those outlined by Ref. [27], 

where an inferential information system called 

MANFIS is described, which allows multiple data 

input and consequently only one output. In research 

conducted by Ref. [14], there is a classification 

taxonomy for different ubiquitous environments, 

which is supported by two main categories: interactive 

environments and intelligent environments. The 

taxonomy classifies all the types of ubiquitous 

environments which allow interaction with the user in 

intelligent daily operations. The classification is based 

on the routine behavior of the user, so the 

environment has the usual information. The study 

states that, regardless of the environment, 

decision-making mechanisms are necessary to 

maintain control [28]. However, there is a lack of a 

precise taxonomic definition of what is required of 

pervasive environments. The authors simply draw on 

the studies and techniques employed by other 

researchers to give an idea of what would be an ideal 

solution. They fail to address the various issues of 

pervasive environments, and simply conclude that the 

pervasive environment should be iterative so that it 

can meet the pervasive requirements. 

 Portable: In the case of the pervasive/ubiquitous 

environment, portability is an important requirement 

that was not addressed by any of the investigated 

works. It is necessary because restricting an 

application or service to a single programming 

language, operating system or other forms of use in 

pervasive environment, can also be considered to be a 

kind of sharing and is not an imposition. 

It is impossible to have pervasive/ubiquitous 

environments that impose the use of certain 

technologies, devices or software. Certainly, there are 

situations in which some regulations are necessary 

when dealing with the topics discussed above, but in 

these cases it is necessary to find generic solutions 

where the user employs as few of the environment 

resources as possible. 

The work in Ref. [29] proposes a model, based on 

theoretical investigations into personal interrelations, 

that seeks to embrace human privacy and bring it to 

the pervasive world. A state of the art that is enhanced 

by works on human interactions, is used to derive the 

peoples’ preferences from data on groups of users and 

the collaborations between them. The model proposed 

by Ref. [29] is based on user registration and control, 

where the environment acts in an omnipresent way, 

and also on the stored information. While the idea is 

well founded and has several factors that are of value 

to this work, the model does not address the question 

of the pervasive environment, but focuses on the 

people who inhabit it, and is shaped according to their 

preferences. 

In Ref. [30], research is conducted into several 

privacy issues addressed in the context of HCI (human 

computer interaction) and, based on this research, a 

number of trends in the area are defined. As its main 

contribution to this research study, the work addresses 

several questions, including the protection of the 

pervasive environment. We examine this item (and 

how it can be adapted) from the perspective of privacy 
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control in the environment, since the focus of Ref. [30] 

is not on the privacy of pervasive environments. The 

work in Ref. [31] offers a solution based on 

authentication that takes account of various 

technological scenarios, such as RFID use, while 

suggesting a single mechanism to manage different 

authentication protocols in ubiquitous environments. 

However, these mechanisms are only concerned with 

performing authentication iterations over the 

pervasive system, and taking note of possible changes 

in the environment. 

These limitations make it necessary to add 

additional systems so that the pervasive environment 

can share information, and this restricts the feasibility 

of adopting the proposal. There are some other 

examples that have a bearing on the aims of this study 

with regard to control of privacy and, hence, the 

sharing of data, describing the privacy of obtained 

information and the classifying the captured flows as 

public or private. Some early work had already 

expressed concern over what is a recurring problem 

[2]. 

2.2 Comparison Table of the State of the Art 

Among the studies reviewed, there is a focus on 

devices as well as their means of communication, and 

also on the relationship that is necessary for control of 

privacy. However, these studies do not deal directly 

with the privacy control of the requirements and 

relationships within the environment. In view of this, 

we seek to define two key areas, the handling of 

environmental characteristics and the sharing of 

information that will be made available to the user. 

Devices and users will have to adapt to the 

environment context and not the other way around. 

This approach aims to adapt the pervasive context to 

the real world in which we live in, where a certain 

environment and its rules are not changed due to the 

presence of the users within it and their privacy 

preferences. On the basis of these premises, some 

works were analyzed, and prominence was given to 

those that [12] calculate the user’s location by means 

of the GPS and computes the possible points inside a 

building, where a particular user may be. It then 

applies privacy rules to the users, depending on their 

probable location [12]. While it was an interesting 

approach at the time, there still remain several 

drawbacks to this approach. It does not address, for 

example, the question of the services carried out by 

the user since it does not know his exact position, nor 

does it handle the data sharing in larger areas, since 

the GPS may show some discrepancy between the 

detected and actual position, in the order of several 

centimeters. From an application standpoint, this may 

seem a minor point, but in the case of distinguishing 

between different divisions, a thin wall that is a few 

centimeters thick can make the difference between 

one environment and another. 

In Ref. [32], service discovery protocols are 

designed to reduce administrative overhead and 

increase usability. They can also save pervasive 

system designers from having to predict and encode 

all the possible interactions and the states between the 

devices and applications at design time. By adding a 

control layer, service discovery protocols seek to 

simplify the system performance. This work shows 

good taxonomic definitions of communications and 

services. However, the proposed solution is focused 

on control protocols and data generated by the device 

connected to the user, and does not provide definitions 

and descriptions aimed at controlling the pervasive 

environment. A comparison of different research 

studies is shown in Table 1 to achieve a better 

overview of the state of the art and the proposed 

model. The Table shows several of the requirements 

for pervasive/ubiquitous environments collected from 

the researched literature. The research explores these 

requirements extensively and provides taxonomic 

definitions for each, as shown in Fig. 1. On the basis 

of this study and the state of the art, we have defined a 

model for privacy in pervasive/ubiquitous 

environments, called the GMP (generic model of privacy) 
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Table 1  Comparison between work-related.  

Approaches User Device Application Services Communication Environment 

LPPC Approached Not approached Approached Not approached Not approached Not approached 

SDPCE Approached Not approached Approached Approached Development Not approached 

GPASCRM Approached Not approached Approached Approached Approached Not approached 

TBSPCE Development Approached Approached Approached Not approached Not described 

EPAECU Development Not approached Approached Approached Approached Not described 

TGSIUC Development Development Approached Approached Development Not approached 

LEPS Approached Development Approached Approached Approached Development 

SLPPC Approached Approached Approached Not approached Development Not approached 

INFOPOINT Approached Approached Development Approached Approached Not approached 

PRISM Not described Not approached Development Development Approached Not approached 

MGSPPSC Approached Approached Approached Approached Not approached Development 

TSPPC Not approached Approached Approached Approached Not approached Not approached 

ECMPPCE Approached Not approached Approached Development Approached Not approached 

ASCLP Not approached Not described Development Development Approached Not approached 

FSSD Development Not approached Approached Approached Approached Not approached 

SDPCE Development Not approached Approached Approached Approached Not approached 

TUCE Approached Approached Development Approached Approached Not described 

CAUASPB Approached Development Approached Approached Approached Not approached 

EUPHCI Approached Approached Approached Not approached Approached Not approached 

GMP Approached Approached Approached Approached Approached Approached 
 

(Section 3.3), which is compared with the other 

models shown in the Table 1. We have used a number 

of definitions, such as: 

 Approached: The work deals with the item; 

 Not Approached: The work does not address the 

item; 

 Not Described: Information on the item is not 

found; 

 Development: The item is still under 

development; this often pointed out in the testing, 

validation, results or future work sections. 

Several works describe a particular solution that 

may be applicable to the pervasive environment, but 

fail to provide information, testing results or 

simulations on how to control the pervasive system 

and all its elements that are found in the environment. 

In Section 3, we will outline a privacy control model 

for pervasive/ubiquitous environments. 

3. Proposed Model 

Context awareness, according to Ref. [33], refers to 

any information that can be used to characterize the 

situation of an entity. An entity can be a person, object 

or place that is considered relevant to the interaction 

between a user and an application. Also, there are four 

types of context that are defined by Ref. [8]: 

(1) Context of Computing (networks and 

resources); 

(2) User Context (people, places and objects); 

(3) Physical Context (lighting, odor, temperature);  

(4) Temporal Context (hours, days, months). 

An example of use context is the ability of a device 

to measure the temperature in a given environment 

and employ equipment (e.g. air-conditioning) to 

provide the ideal temperature for the users inside. 

Another definition is given in Ref. [2], which states 

that the context of a user in context-aware applications 

consists of attributes such as physical location, the 

physiological state, the emotional state, personal 

history, and daily patterns of behavior, among others, 

which, if applied to a human assistant, can be used for 

decision-making without the constant need for the 

user’s attention. However, there are two serious 

difficulties related to the development and use of 
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context-aware applications: the complexity of 

providing context-aware services and the need to 

maintain the privacy of contextual information (e.g. 

the location of the user). 

These applications generally involve the use of 

computational contexts (e.g. energy level, bandwidth), 

personal (e.g., profile, user location) or physical 

contexts (e.g. temperature, humidity) to provide the 

customized services that are most appropriate for a 

particular end-user [7]. In Europe, there are already 

laws and policies designed to protect the privacy of 

personal data. For example, the global roaming 

service for mobile phones encouraged some countries 

to implement legislative policies aimed at protecting 

personal privacy. The European Union Directive on 

data protection [34], which currently comprises the 

most complete set of privacy laws, has had several 

updates since the work described in Ref. [7] was 

published. These updates state that personal 

information should be: 

(1) Obtained accurately and within the conditions 

stipulated by law; 

(2) Only used for the original purpose specified; 

(3) Requested in an appropriate manner, that is 

relevant to the original purpose; i.e. the accuracy of 

the requested information must not be more specific 

than what is absolutely necessary to meet the needs of 

the requester; 

(4) Kept in a safe place; 

(5) Accessible to the owner of the information; 

(6) Destroyed after the purpose of its use has been 

fulfilled. Some other new policies have been added 

since then, with an emphasis on public protection. 

These establish a mandatory legal framework that 

guarantees the individual right to privacy [34]. This 

right is ensured through the implementation of 

measures that must be respected by any organization 

(including governments and corporations) that deals 

with personal data during the stages of both the 

application’s design and its implementation. 

These measures cover the processing of personal 

data and include provisions relating to the following: 

(1) security of networks and services; 

(2) confidentiality of communications; 

(3) access to stored data; 

(4) processing of traffic data with location and 

identification; 

(5) personal control of subscriptions to public lists 

and unsolicited commercial communications. 

The essential criterion that allows data to be stored 

and processed by an organization is an effective 

agreement by the individual when providing his data. 

The policy covers all data sent over public networks 

in Europe and, therefore, also covers the data or 

services that originate outside Europe. In the light of 

these considerations, this paper provides a model for 

user control in pervasive environments formed by the 

adjustment of profile settings, where the pervasive 

environment context profile must be adjusted to 

control the privacy of users based on the 

characteristics of their lives and on rules laid down by 

Ref. [34]. 

3.1 Criteria for a Model 

A model for the pervasive environment context was 

devised for this purpose and will be outlined below. In 

a ubiquitous environment, it is necessary to draw up 

criteria for user authentication. For this reason, we 

have defined the following controls: 

(1) Blocked: Access should be blocked to users for 

fixed or indefinite periods. 

(2) Guest: Access should be limited and controlled; 

Access can be made available for a fixed or 

indefinite period. 

Restrictions on services and sharing; Controlled 

privacy availability. 

(3) Basic: Controlled access. 

Sharing of resources and services is limited by the 

environment; 

The limiting factor will fall within a scale ranging 

from 1 to N, depending on the environment and its 

resources, his requires access to an ubiquitous data 



A Privacy Taxonomy for the Management of Ubiquitous Environments 

 

1541

base where all available resources, in all pervasive 

environments, are registered; 

Sharing of location between other users of the 

pervasive environment. 

(4) Advanced: Access to all previous levels; 

Complete access to all resources and services in the 

environment. 

(5) Administrative: Access to all previous levels; 

Full control and management of the pervasive 

environment. 

These criteria will be assigned by the ubiquitous 

environment to the user that requests authentication in 

it. However, when dealing with external pervasive 

environments such as parks, squares or other public 

places, the user receives administrative access level, 

since no ubiquitous environment should exert 

dominance over a pervasive public environment. On 

the basis of these criteria, we conclude that it is 

necessary to adopt a middleware for the control and 

management of different environments and 

configurations. In Subsection 3.2, we describe the 

proposed architecture that will be used for this kind of 

middleware. 

3.2 Middleware Architecture Model 

The (MW) overall architecture of the middleware 

supports all the necessary levels of control of the 

application, software and hardware, and will be based 

on the initial model proposed by Ref. [35]. In this 

model, there is a middleware focused on pervasive 

systems and divided into four layers: hardware, 

software, middleware and application. In this 

architecture, developed modules required for initial 

tests of a pervasive environment were validated using 

an OMAP platform [36]. 

Based on the above references, a few models were 

implemented in the tests that were carried out, namely 

a context management module, using a pervasive 

scheduling system as an application scenario, where 

users accessed their schedule in an intelligent and 

ubiquitous way. However, this architecture was not 

designed with applications involving WSNs or RFID. 

This observation can be confirmed at the time when 

protocols were implemented for pervasive 

environments with the aid of RFID and WSNs in the 

work conducted by Ref. [37].  

In this application, it was possible to reduce energy 

consumption in wireless sensor networks with the 

widespread use of RFID tags in some parts of the 

pervasive environment and through a solution based 

on the ZigBee protocol. After identifying these 

deficiencies in the MW proposed in Ref. [35], we 

noticed the need for changes in the structure of 

middleware to give support for pervasive/ubiquitous 

applications and to manage RFID and WSN protocols 

and devices. Owing to these failings, the authors in 

Ref. [38] set out a new proposal for a MW platform 

capable of supporting the necessary technologies for 

pervasive and ubiquitous environments, with a focus 

on protocol management and reducing energy 

consumption, in accordance with the model shown in 

Fig. 2. 

The middleware proposed in Ref. [38] consists of 

four interconnected layers comprising the 

characteristics and requirements for the control of 

wireless sensor networks and RFID in 

pervasive/ubiquitous environments. One of its main 

features is the lowering of energy consumption caused 

by the reduction in the exchange of messages between 

the nodes and the base station. Thus, the middleware 

can be used to deal with hybrid problems involving 

pervasive/ubiquitous environments. The main idea is 

to allow individual devices to meet the needs of their 

users or the environment as a whole, by adapting to 

each environment and its underlying infrastructure to 

the best of their capability. The following is a 

description of each layer, as well as their 

characteristics. 

(1) Hardware Layer (HW): There are modules 

employed for handling the physical requirements 

necessary to deal with the physical devices and these 

are implemented in HW, as described: 
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Fig. 2  Hybrid middleware.  
 

 Network type: used to connect the middleware 

platform to the pervasive network. It also has specific 

features that will be used to assist and control the 

functionality of the device. 

 I/O: used for communication and interfacing with 

users, environments and devices. 

 Device drivers: pre-processing unit responsible 

for managing, storing and executing the minimum 

requirements for the operation of the devices. Acts as 

a trigger for the connection of physical devices 

registered in the system, such as MAC address 

specifications, IMEI (international mobile equipment 

identity), and Bluetooth, among others. 

(2) OS (operating systems) Layer: aims to handle 

the functions of operating systems for embedded 

systems. It is divided into two sub-layers: the device 

drivers sublayer manages the components of the 

physical layer and the embedded operating system 

sublayer manages the tasks of the application that runs 

on the device and determines the services provided by 

it, while also coping with the limitations of the system. 

Thus, every change that occurs at the operating system 

level in the user devices is dealt directly at this layer. 

(3) Protocols: responsible for carrying out the 

handling and management of the data protocols used 

in pervasive/ubiquitous environments along with the 

wireless sensor network and other devices such as 

RFID. 

(4) MW (middleware) layer: is a set of components 

that assist in the integration and treatment of devices 

by the pervasive/ubiquitous network and carries out 

necessary services and makes other features that 

comprise the middleware architecture available. This 

layer consists of six primary modules: 

 Communication: Integrates the device in the 

network and manages the communication of the 

device with other devices. 

 Services: Carries out the management of services, 

environmental resources and devices for pervasive 

application. Another attribute is that it provides and 

controls the adaptation of new SW components. 

 Adaptation: Responsible for the adaptation and 

management of users, services, devices, applications, 

communications and pervasive/ubiquitous 

environments. 

 Security and privacy control: Responsible for 

handling the security environment, providing control 

and authentication services. The main purpose of this 

module is to manage and control the various types of 

sharing, by relating them to the privacy of the 

environment. 

 Context: Helps to detect the context of the user 

and the environment. 

 Monitoring: Provides environmental and device 

monitoring for the application, by reporting status, 

errors and problems. 
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(5) AP (application) layer: is a module that has 

fragments of the applications running in the 

environment. This layer is responsible for performing 

all the necessary settings for any application to run in 

the environment. An example might be the provision 

of services made available by a coffeemaker in the 

pervasive environment where a particular user is 

located. 

(6) Intermediate layer: This layer is intended to 

connect and interact with all layers simultaneously, 

and its main objective is to establish a connection 

between two layers without necessarily connecting to 

others. For example, a sensor’s only purpose may be 

to alert the application to the occurrence of an event. 

In such a simple situation, the sensor may have its 

own self-managing operating system, and does not 

need to be connected with the operating system and 

other layers, and thus save resources on the platform. 

The treatment of privacy in the environment will be 

included in the middleware context module, since the 

context can be handled at the user, device, 

communication, services and environmental levels. 

Thus, it is not necessary to restructure the existing 

architecture, or allow the existing middleware 

proposed in Ref. [38] to be used again. Basically, 

there will be a specification within the module that 

will be called “triggers”. These triggers are inserted 

options that are used to activate the context module. 

They include the following types of options: 

environment, user, devices, communication, services, 

application and others. 

This enables the use of the middleware architecture 

in the generic privacy model that will be described in 

Subsection 3.3. 

3.3 Generic Privacy Model 

The use of a mechanism for managing of privacy in 

environments pervasive and ubiquitous must meet the 

application requirements. In some scenarios, it is 

necessary to collect information from users to the 

system operation. These information should be treated 

legally and ethically because of the privacy of 

individuals. We propose a generic model for 

managing privacy in environments pervasive and 

ubiquitous as shown in Fig. 3. The proposed generic 

model contains several components for controlling the 

environments pervasive and ubiquitous, as described 

follows:    
 

 
Fig. 3  Generic model for privacy.  
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(1) Data base: This data base stores information 

about rules and definitions of user, devices and 

communications in environments pervasive and 

ubiquitous. This data base is like a single register 

containing all information necessary for the control 

and management of the privacy mechanism. This data 

base is linked to the data module, represented by 

double-headed arrows, where information is 

exchanged with the data module. 

(2) Controller module: This module receives the 

access requests and makes the control of the data base 

tables directly, according to the requirements and 

definitions of access and control of environment. It 

also performs requests for validations and updates the 

data base after the information has been returned to 

the module calculated and refined previously by the 

control module. These refinements are based on the 

characteristics and definitions in each management 

module. The data updated and set are returned to the 

requesting with his permission in accordance with the 

received variables. 

(3) Data module: This module performs all 

calculations of variables and parameters received from 

other modules, and generates a single output 

information for each processing run.  

(4) PRICRI: This module defines the rules and 

criteria of access, use, sharing, location, etc.. These 

rules can be added, changed, modified and/or replaced 

in accordance with the environment and with 

established rules. These definitions are handled 

individually by other modules that have individual 

characteristics and controls. The operation settings are 

preset for each environment and can have variations, 

such as the same user access the same room on the 

same day with different criteria defined according to 

the time of access. 

(5) PRIDEV: The module management and privacy 

control of device has as goal treat the data that is 

transferred by devices once that such devices may be 

of the environment itself and of other itinerant device. 

The management and control are related to the 

characteristics of software and hardware of each 

device (size, weight, screen resolution, operating 

system, media, etc.). 

(6) PRICOM: This management control and 

communications privacy. This module defines the 

various forms of communication within the 

environments pervasive and ubiquitous, such as 

restrictions sign, type of adapter used to the controller 

accesses like in the environment of the real world, in 

which certain environments only have one type of 

communication. 

(7) PRIADA: This management control and 

adaptation module, which is responsible for 

processing information related to the adaptation of 

software and hardware in environment pervasive and 

ubiquitous. For example, treatment of content and 

media to be used in different devices by presenting 

differences in performance, functionality, 

communication or configuration. 

(8) PRISER: These modules service management 

environment. This module treats of the information 

about the availability of services to be used 

individually for each environment. For example, the 

information shared with other environments, such as 

the devices, communication types, location of users, 

environment features and components that interact 

with users. The definitions and rules for the use and 

availability of these services are inserted into the 

module environmental criteria in order to control 

access and management. 

(8) PRIHIS: This module stores and treats the 

information about the user history, environment, 

devices and other variables that may be added later 

with the goal of obtaining contextual in formation. The 

main feature is the use of information captured over a 

given period based on other sources of information, as 

for example, multiple tracks, context, etc.. 

(9) PRIPRO: This module is performed the 

transaction control on the management of user profile. 

Its main objective is control the information, 

previously defined by a search engine, which has only 
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the purpose of distributing and direct the synthesized 

information to the next modules, in order to adapt 

appropriately to individual privacy based in the 

individual profile. 

(10) PRISEC: This module makes the control and 

management related to security, both the user as the 

environment. The module receives the parameters and 

related data encryption or other security-related 

settings treatments and forwards them to the requester 

according to the need for each situation. For example, 

when entering in a given environment the user may be 

blocked by situations that are beyond the criteria set 

within the same environment as the date and time 

allowed. 

(11) PRIENV: This module is registered the 

attributes related to the environment. Thus, with this 

information, it is possible check and manage what 

makes up the environment as well, their capacities and 

resources in order to share them to users who need 

according to your availability. 

In the next section, it shows an application scenario 

that takes account the model proposed. 

4. Application Scenario 

In Ref. [32], the authors developed the Percontrol, a 

system that automatically manages and keeps track of 

user attendance. This system detects the entrance and 

exit of users within an academic or business 

environment. Percontrol also improves user discovery 

and localization service, within the local environment 

based on Bluetooth, Wi-Fi and RFID identifiers. 

However, the initial versions of Percontrol did not 

anticipate the use of WSNs or ANNs [39], such 

versions only intended to automatize student 

attendance tasks in classrooms. 

The application scenario shows the potential 

pervasive and ubiquitous computation for improving 

efficiency in workplaces. It also attempts to illustrate 

different possible perspectives that can have on a 

single pervasive scenario. This work proposes an 

extension of the work developed in Refs. [39, 40], 

increasing the pervasive functionalities available in 

this user tracking system, with the objective of 

increasing control over environmental conditions 

through user’s mobile devices. Using SunSpot 

wireless sensors [18] and Arduino kits [40], 

Percontrol can sense and manage the temperature and 

luminosity of an environment; and by using ANNs, 

the system can also attempt to adjust the values of 

these environmental properties to fit user preferences 

and the number of people in the environment, turning 

it into an intelligent location. 

The sequence diagram in Fig. 4 shows the primary 

inter actions between all parts of the system, as well 

as the messages exchanged since a user is detected 

until the environment adapts to its preferences. When 

the application detects the entrance of a device in the 

environment, a web service that manages the 

associations between users and devices is accessed. 

The device is identified through its BDA (bluetooth 

device address), Wi-Fi or RFID. The application 

maintains a module called BlueID which holds a list 

of all devices that were ever detected. Each time the 

application verifies the devices currently present in the 

environment, it performs a comparison with the  

previously stored list; newly detected devices 

generate an “entry’ event while missing devices are 

associated with an “exit” event. 

When accessed, the web service returns the 

username to the application, and also associated 

device resources and personal preferences through the 

HTTP protocol and an XML format message. The 

application also communicates with the SunSpot 

sensors to fetch the room temperature, luminosity, 

humidity or other environmental data that may be 

used at a later time. The following format was used to 

communicate with the sensor: messageID and 

sensorType. Both messageID and sensorType are 

numerical values. The messageID field is used to 

associate sensor response with the respective BlueID 

request, an important step since communication is 

asynchronous. 
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Fig. 4  Sequence diagram.  
 

The sensorType represents the type of data being 

sent (luminosity, humidity, etc.); the “\n” character is 

used to mark the end of a message, while the “:” 

character is used as a data separator. The current 

environmental state is compared with user’s 

environmental preferences in order to decide the 

needed changes to be done. After a decision is reached, 

the environment sends commands to the actuator 

controllers, connected through USB to an operating 

computer, to change the environmental characteristics 

(e.g. turning the A/C unit on and change the room 

temperature). The extension of Percontrol’s 

functionalities translated into a more complex 

architecture as shown in Fig. 5. 

Initially, the prototype application and its respective 

transmitters were tested with a Windows operating 

system, an environment that benefited from the use of 

SunSpot sensors [39] and Arduino hardware [40]. 

There were many other advantages that led us to 

choose the Arduino boards, namely the embedded 

input/output ports, low cost and strong modularity. 

The main idea behind the use of Arduinos was to test 

their viability for middleware development in 

pervasive environments, not excluding the possibility 

of having these boards completely replace several 

individual sensors for an integrated, single board 

solution connected to a computer. Fig. 6 illustrates the 

operation of Percontrol. 

From Fig. 6, it can be seen that a central controller 

is missing for allowing the exchange of profiles in the 

environment, according to user preferences. The main 

challenge here is controlling the number of parameters 

generated by the application while using WSNs and 

ANNs; the number of parameters increase with the 

amount of nodes and this means larger energetic and 

resource demands, as well as an more complex neural 

network processing, which may compromise the 

ANN’s response time. 
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Fig. 5  System’s architecture.  
 

 
Fig. 6  Functioning of percontrol.  
 

An efficient monitoring of the network performance 

is necessary to guarantee a good quality of service. An 

example of this can be observed in the amount of time 

necessary to obtain information regarding a monitored 

environment; if it takes too long to obtain 

environmental information, this information may lose 

its value from an application perspective. 

Management of performance may provide means for 

the application to define proper quality metrics. These 

may be influenced by node density, exposition time, 

amount of dissipated energy and other factors. 

A mechanism that evaluates the level of importance 

of information is necessary for the management of 

quality of service. For example, a sensor detecting a 

temperature of 20 °C during spring is a normal 

occurrence, but the measurement of 50 °C under the 

same circumstances is an abnormal event, which 

would turn it into a relevant situation that would 
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require extra attention; it would implicate an artificial 

intelligence mechanism that could compare the 

abnormal value with other measured values by other 

sensors to see if the information is reliable and 

determine the proper course of action. Information 

that is of great importance to the normal function of 

the system should imply a greater effort for proper 

delivery. That is, energy consumed in 

communications should vary depending on the 

importance of the data. 

Another relevant management aspect concerns the 

installation of ad-hoc networks in unknown areas, 

where the behavior of wireless communications can 

be highly unpredictable, with high error-rates and 

considerable delays which may compromise the value 

of the information provided to the application. 

Performance management usually includes quality 

assurance, performance monitoring, control and 

analysis [41]. The QoS management process begins 

with the detection of performance degradation and 

ends when the source of the problem is ceased or 

removed. In between, the process has many 

intermediary stages of situation analysis [22]. Initially, 

there were used only 2 sunspot tests kits containing 

two wireless sensor nodes communicating with each 

base station connected to the computer via USB. Thus, 

it comes the need to conduct a comparative study of 

routing protocols for use in different environments 

composed of wireless sensor. To this end, several 

techniques exist to treat this problem and also allied 

service discovery, one of the most important, by the 

SLP (service location protocol) [18], which basically 

consists of maintaining a directory that contains the 

services available to whom it is offering them to. 

However, it is necessary to study thoroughly the 

operation of routing protocols in order to verify the 

protocol that best fits the pervasive control system, it 

is not in the scope of this work—the study of routing 

protocols. Therefore, for this work there were 

conducted only some tests to validate the survey and 

obtained results that demonstrate the feasibility of 

work and their implementation and use with 

Percontrol, contributing to the improvement of the 

system and data so that other researchers can use it. 

5. Example of Use and Preliminary Results 

One issue when having multiple users on the same 

system is the problem of concurrent data; e.g. the 

configuration of an air-conditioning unit may be 

influenced by every user that registers in this 

environment, since each user might have its own 

preferred temperature, and the temperature itself is 

general throughout the whole environment. In order to 

bypass this problem, the decision-making process for 

selecting the best “average” temperature must take 

into account the individual preferences from all users 

within the environment. A widely used solution [37, 

42, 43], that has shown great results is the use of AI 

(artificial intelligence), in particular ANNs [44].    

A neural network bases itself on real data that has 

occurred in the past and has been stored within the 

system for posterior access and use.  

The main objective of this work is not the choice of 

proper protocols or AI tools, but the creation of novel 

help mechanisms for Percontrol. Our choice for an AI 

mechanism dwelt on neural networks, while routing 

mechanisms were TCP/IP and ZigBee. These choices 

are supported by published works in routing protocols 

[18], artificial intelligence [43], and comparison and 

use of neural networks [27, 45]. 

The neural network loads the entire history of a 

device being handled within the environment, and 

uses its historical data as training, in order to identify 

decision patterns that were assumed in a recent past. 

Considering our air-conditioning example, these 

patterns include the temperature that each user wants 

for a certain environment and what temperature was 

actually used when all users were taken into 

consideration. This type of analysis is crucial for the 

network’s decision—making process. Fig. 7 presents 

part of the source code used to define the desired  

and assumed temperatures. These values are fixed for  
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Fig. 7  Part of the neural network’s source code.  
 

testing, but in a real scenario they are fetched from a 

data base or an archive. The code shown in Fig. 7 is 

used to train the neural network. After training phase 

the next step is to test the network to determine if it is 

well-suited to solve the problem of finding the ideal 

temperature using past event data; in order to perform 

the testing, a graphical interface was developed. The 

interface receives the values for current data and 

returns the ideal temperature estimation, as shown in 

Fig. 8.  

After the neural network’s training, we could 

identify the network’s response time after a user 

enters the environment, as shown in Fig. 9. 

The Fig. 9 presents response times of the ANN for 

the cases with 1, 3 and 10 distinct users identified by 

the pervasive environment, where X axis represents 

the number of users and Y axis represents the elapsed 

time. For a single user, the ANN took 3 seconds to 

process the information contained in the user’s profile, 

returning an average temperature with a value equal to 

the one defined by the user (since it is just a single 

person). For three users, the neural network took 5  
 

 
Fig. 8  Training the ANN.  
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Fig. 9  Neural network’s performance and response time.  
 

seconds to respond, and for ten users it took 13 

seconds. In Fig. 10, a screenshot shows information 

on the users identified by the system, as well as on the 

devices associated with them.  

To perform the identification of different 

environments, we used an Arduino Duemilanove [40]. 

It is a microcontroller board based on ATmega328, 

with 14 digital input/output pins, 6 analog inputs, a 16 

MHz crystal oscillator, a USB connection, a power 

jack, an ICSP header, and a reset button. The board 

contains the necessary assets to support the 

microcontroller and its use is as simple as connecting 

it to a computer with a USB cable or powering it with 

an AC-to-DC adapter or battery.  

With this board, it was possible to detect devices 

via Bluetooth, Wi-Fi and, after being integrated with 

an appropriate card reader, RFID. The reader fetched 

a RFID card’s serial number that can be cross matched 

with the user’s registration on the data base. For this 

purpose, a RFID card reader model YHY502CTG was 

used in conjunction with the Arduino board. After 

obtaining the necessary application data and performing 
 

 
Fig. 10  User identification screen.  
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Fig. 11  Validation equipment.  
 

the necessary adjustments, the system was validated 

using a didactic MultiPIC development Kit which 

possesses its own internal programmer. The didactic 

development Kit was connected to a stepper motor 

that simulated a ventilator. The stepper motor can be 

put in action with different speeds; initially, we 

defined 3 different speeds that corresponded to 3 

different profiles. Fig. 11 shows a picture of the 

assembled device.  

The software used for simulating a ventilator with 3 

speeds and controlling the board and stepper motor 

was developed in C language using the development 

software from Microchip MTLab, and transferred to 

the microcontroller with the IC-Prog 1.06C, the 

software used to compile the source code onto the 

MultiPIC Kit’s processor. 

On the performed tests, the ANNs computed the 

average temperature from the user profiles and used 

current environmental information from the SunSpot 

sensors to correctly manage the ventilation system. 

From these tests, we conclude that Percontrol 

managed the pervasive environment in a satisfactory 

manner and that the primary objectives of this 

research were met, although there is still much room 

for improvements. 

6. Conclusion and Future Work 

There are several papers that cover one or two of 

the taxonomic topics related to pervasive and 

ubiquitous computing, but few describe how in the 

future they will give priority to the treatment of 

privacy in pervasive environments and not just to the 

elements that surround it. A primary goal of our study 

was to identify the related work to the management 

and control of the privacy in pervasive and ubiquitous 

context. According to the current literature, the main 

researches on control and management of privacy are 

about communication, applications and services, user 

and devices. This paper advances the state of art about 

pervasive environments and proposes a generic model 

to control and manage the privacy on these scenarios. 

The main focus of the model is the environment 

instead of only the users and their devices. A 

prototype was developed to test to validate the generic 

model of privacy. The results confirmed the viability 

of device detection with Wi-Fi, Bluetooth and RFID 

and an improvement over previous Percontrol 

versions. Nevertheless, there is still some latency in 

registering new devices on the system, which may be 

reduced by further adjustments of the parameters sent 

to the ANNs. This work represents a significant 

contribution since it covers different areas and 

technologies within pervasive computation. In the 

future work, several parameters and definitions will be 

implemented and tested, new models of privacy 

control for users, devices and environments will be 

considered. 
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